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Abstract

This paper presents an extensible framework for testing the behavior of networked machines running the Linux operating
system in the presence of faults. The framework allows injection of a variety of faults, such as faults in the computing
core or peripheral devices of a machine or faults in the network connecting the machines. The system under test as well
as the fault- and workload run on this system are configurable. The framework is supported by a graphical user interface
for experiment control. We have tested the framework with a set of different fault injection experiments. The framework

has proven to be stable and work as expected.

1 Introduction

This paper presents a framework capable of evaluating the
dependability behavior of networked machines running the
Linux operating system in the presence of faults. This pa-
per focuses on the fault-injection and fault-tolerance testing
aspect of the framework, which was first presented in [2].

The framework uses software fault injection to inject faults
into a simulated system of Linux machines. The simulation
environment is made available by porting the Linux oper-
ating system to a new "hardware” — the Linux operating
system! Due to the binary compatibility of the simulated
and the host system, any program that runs on the host sys-
tem will also run on the simulated machine.

A process paired with each simulated machine injects faults
via the pt r ace interface. This interface allows complete
control over the traced process, including access to regis-
ters and memory as well as to arguments and return values
of input/output operations. Possible faults include hardware
faults in computing core and peripheral devices of a sin-
gle machine as well as faults external to machines, such
as faults in external networking hardware. Of course the
framework also allows to "inject” other types of faults, such
as system configuration faults, site or environmental faults
and interaction and operational faults, or to simply analyze
the behavior and stability of the system under heavy load.

The rest of the paper is structured as follows. Section 2
gives a short overview of other work done in this area. Next
Sec. 3 gives an outline of the framework. The next sections
then give some information about the implementation of the
simulated hardware (Sec. 4), and the steps necessary to en-
sure binary compatibility (Sec. 5). Sec. 6 presents the fault
injector in detail. Section 7 explains how to use the frame-
work and includes a small example of an actual fault in-
jection experiment showing the functionality of the frame-
work. The final section concludes the paper and presents an
outlook on future enhancements of the framework.

2 Previous Work

This section gives an overview over hardware and software
fault injection techniques as well as products, which allow

simulation of a Linux machine.

Hardware fault injection is often destructive or damages
the system under test, so it cannot be reused for more
tests. Without an expensive setup of supporting machin-
ery, hardware fault injection experiments are difficult to au-
tomate. Literature about hardware fault injection includes
[8, 11, 14, 18, 22].

For many applications, simulation based or software im-
plemented fault injection (SWIFI) techniques can be used,
which do not have the drawbacks of hardware fault injec-
tion.

Faults based on a given fault model can be injected into a
VHDL-model of a chip using simulation based techniques.
This kind of simulation generally ensues a fairly high over-
head, usually of several orders of magnitude if compared to
the same chip implemented in hardware [9, 20].

Examples of SWIFI approaches are CrashMe [4] and Fuzz
[15] for testing application programs, Ballista [12] for test-
ing the behavior of the POSIX-API of an operating system.
FERRARI [10], which can also be used to inject faults into
the operating system, and MAFALDA [16] for embedded
systems. A fault injector using the pt r ace interface has
been presented in [19]. Other tools using SWIFI include
FIAT [1] and Xception [3].

The framework presented here differs from previous SWIFI
and simulation work in several important aspects. It com-
bines SWIFI with a simulation approach and therefore of-
fers all the possibilities of the former. Since we simulate
the hardware at a relatively high level (see [2]) not at the
low level used by VHDL e.g. in [9, 20], the simulation
is unusually fast (slowdown is less then one order of mag-
nitude). Using SWIFI together with a simulated machine
has the advantage, that once an experiment is set up, no
user interaction is required. Furthermore the fault injection
code is separated from the code for the simulated machine
and runs as a separate process. Therefore, undesired in-
terference and intrusion of the fault injection code on the
simulated machine is avoided. Additional capabilities not
offered by other simulation or SWIFI techniques include
fault injection into a system of networked machines and use



of unmodified real world binaries and disk images on the
simulated machines. As a result, the binaries used in our
fault injection experiments are the exact same binaries later
used in the real setting and the data on a simulated harddisk
can be an exact image of the data on a real world harddisk.
The tested system is therefore indeed the same system later
running in the production environment.

2.1 Available Virtualization Software

The term virtualization as we understand it in this paper
means running an operating system as a simple user process
on top of the real operating system. In this and the follow-
ing sections, the term host will always be used to designate
the physical machine including its operating system. The
terms virtual, or user mode (UM) will be used interchange-
ably when the simulated machine and operating system or
processes running on this simulated machine are being re-
ferred to.

One way to implement virtualization is the emulation of
virtual hardware in such a way, that an unmodified op-
erating system can be installed onto this virtual hard-
ware. Implementations like Bochs [21], SimOS [17] and
Simics™ [23] also emulate the processor, whereas Plex86
[13], VMware™ [24] and Virtual PC™ [5] use the proces-
sor of the host system directly.

The second possibility to implement virtualization is the
emulation of virtual hardware including the operating sys-
tem running on this hardware. User Mode Linux (UML)
[7] as well as our UMLinux are implementations of this ap-
proach.

To be able to inject a variety of hardware faults precisely at
the targeted fault locations, it is necessary to know in de-
tail, how the virtual hardware is implemented. For the com-
mercial products Simics™, VMware™and Virtual PC™the
source code is not available to us. Therefore we decided not
to use them as the core of our fault injection framework. For
performance reasons we also did not want to use the tools
with processor emulation (Bochs, SimOS). We did not con-
sider using Plex86 as it is still in an experimental phase at
this time.

The UML described in [7] has some similarities with the
user mode port of Linux we present in this paper. One big
difference is, that in [7] a design decision was made, to map
every UML process onto a separate process in the host sys-
tem. This has direct consequences for fault injection. With
this approach, some information necessary for process man-
agement is not kept in the UML kernel, but in the kernel of
the host system, where it will not be affected by faults in-
jected into the virtual machine.

Another major difference between UMLinux and UML is,
that we implement kernel memory protection whereas UML
does not. UMLinux therefore behaves just like the real
Linux operating system, which — like any modern operat-
ing system — has kernel memory protection. Kernel mem-
ory protection also has direct consequences for fault injec-
tion, since user processes corrupted by faults so that they

would damage kernel memory and data structures, will be
terminated by the kernel, which itself remains intact. With-
out kernel memory protection, the operating system will be
corrupted, too.

3 Outline of Framework

The framework consists of several interacting processes.
An abstract view of the framework is shown in Fig. 1. The
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figure shows two virtual machines (VM1 and VM2) each
paired with its tracer (T), which is also the fault injector.
Every box is a single process on the host. The processes
making up a VM-T pair must run on the same host, but
other than that there is no restriction. If several physical
hosts are available, it is convenient to balance the load by
starting VM-T pairs on different hosts. The close interac-
tion of the tracer and the virtual machine is symbolized in
the figure with a wide arrow.

The narrow arrows show how the graphical frontend (GF)
interacts with the virtual machines. The output of each vir-
tual console (VC) is sent to the frontend, where it can be
viewed, saved or fed into Expect (XP), an automatic con-
trol program, as necessary. The frontend (or Expect) can
simulate users sitting in front of the virtual machines typing
away at the keyboard, since the virtual keyboard (VKB) is
taking input from the frontend. The frontend can switch be-
tween the virtual machines, so a single instance is sufficient
to control a complete virtual system under test consisting
of several virtual machines. Expect opens a remote control
connection (RC) to the frontend for every virtual machine
to be controlled. Expect is configured from a file. Its pur-
pose is to run lengthy experiments automatically without
interaction from a human being.

4 Simulating the Hardware

The Linux operating system code is separated into hardware
dependent and hardware independent code. Changes neces-
sary for a port to another hardware only need to be made in
the hardware dependent code parts.

We said in the introduction, that it is in fact a port of the
Linux kernel to Linux. Thus, the virtual hardware is imple-
mented using the facilities of the Linux kernel — system
calls — and the CPU of the host machine. In modern oper-
ating systems, only the operating system kernel is allowed



to directly access hardware devices and execute privileged
operations. All user processes must use the system calls the
kernel provides to access the hardware devices they need.

We group the main hardware into the three categories com-
puting core (memory management unit (MMU), random
access memory (RAM), processor), peripheral hardware
(keyboard, harddisks, cdroms, floppy drives, network inter-
face) and external hardware (network cabling, power sup-
ply). The two other important hardware related categories
which need to be handled by UMLinux are the real time
clock (RTC) and traps (interrupts, exceptions, system calls).

For details concerning hardware simulation please refer to
[2], this paragraph only gives a short overview. UMLinux
accesses the real CPU directly. RAM is simulated with a
memory-mapped file, the size of which is the size of the
UMLinux machine’s ”physical RAM”. Block devices, such
as harddisks, floppy and cdrom drives are implemented as
files. The console device is implemented as a socket and
output to the console is sent to the frontend for display. The
keyboard is implemented as a socket which takes input from
the frontend. The network interfaces are also implemented
as sockets. Power supply of a virtual machine is imple-
mented simply by letting the simulator continue to run. The
networking hardware and routing setup is implemented by a
separate process, called UM networking process (UMNP).
When the UMNP is running, the virtual machines are trans-
parently integrated into the the local area network (LAN) to
which the host machine is attached. Traps are implemented
as signals.

5 Ensuring Binary Compatibility

To ensure the usefulness of our framework for real world
problems, it is important that the simulator is binary com-
patible with the host system. Program binaries compiled for
the host architecture should be able to run on the simulator
without any modification. With binary compatibility, out
of the box Linux distributions for the host system can be
installed onto a UMLIinux machine without any changes.
We have installed of out-of-the-box Caldera OpenLinux,
SUSE Linux and Debian distributions on the virtual ma-
chines without encountering any problems. Commercial
applications for Linux can be subjected to fault injection us-
ing UMLinux as well, without the need to somehow acquire
the source code and recompile the application before instal-
lation. Binary compatibility has the great advantage, that
the program binaries used for fault injection experiments on
UMLinux are the exact same program binaries later used in
real world settings.

Since UMLinux directly runs unmodified user binaries
compiled for the host system, without recompilation or code
changes in those programs, every time they make a system
call, they will trap directly into the host kernel instead of
into the UM kernel. Therefore, all system calls of user pro-
grams running on top of UMLinux must be intercepted and

redirected into the UM kernel. To both implement UM-
Linux and ensure binary compatibility of UMLinux with
the host system, it must be possible to convert a switch to
real kernel mode to a switch to UM kernel mode, where the
latter runs as a user process on the host system. This redi-
rection/conversion of system calls is done by a second pro-
cess (called tracer) paired with the UMLinux process and
controlling it via the pt r ace interface.

Another important aspect of binary compatibility are the
access restrictions modern operating systems pose on user
processes. In modern operating systems processes running
in user space have no access to those parts of the RAM
which contain the code and data constituting the operating
system core (i.e. the kernel). This protects the kernel from
corruption by user processes which inadvertently or mali-
ciously try to write to addresses in the RAM, which contain
kernel code or data. This access protection of the kernel
space is supported by the hardware of most modern proces-
sors, which provide mechanisms to switch between kernel
and user space.

On a UMLinux machine, both virtual kernel and user pro-
cesses run inside a single real user process. To accomplish
the separation of virtual kernel and user space we cannot
use the same hardware mechanisms as the host machine’s
kernel, because these are not accessible to mere user pro-
cesses. We must therefore use different hardware mecha-
nisms available on the host machine.

The basic idea is quite simple. When a switch from kernel
to user mode occurs in the UMLinux machine, all the mem-
ory pages belonging to the kernel are unmapped (removed)
from the address space. Whenever a switch from user back
to kernel mode is necessary (e.g. because a system call was
made or an interrupt arrived), the pages containing the ker-
nel code are remapped. The mapping and unmapping of the
pages is triggered by a few lines of assembler code, most
of the actual work is done by the host machine’s MMU.
Of course the code needed to trigger remapping the kernel
pages must remain in main memory at all times and may not
be changeable by user processes running on the UMLinux
machine. This is enforced by the tracer.

6 Injecting Faults

This section explains how to inject hardware faults into
UML.inux using a few typical faults as examples. The list
of fault types given here is most likely incomplete, which is
only due to the lack of imagination of the authors. Since the
framework is easily extensible, anybody using it can imple-
ment and add their own faults.

The injection of hardware faults is event- or time-triggered.
The exact time is configurable, as are the events, which
may trigger the injection of a fault. We decided to con-
centrate the fault injection timing and control logic in the
frontend so we can synchronize fault injection with other
system events when investigating a networked system in-
cluding several virtual machines.



We are aware of the fact, that the “faults” we inject are
sometimes true faults (the cause of errors) and sometimes
errors (effects of faults). E.g. when we inject a bit flip, we
actually inject an error, not a fault, since a bit flip may be
the effect of an alpha particle passing through a certain re-
gion of the chip. The classification of the faults and errors
injected is closely tied to the question of fault representa-
tiveness.

The question of fault representativeness is exterior to our
work. The framework presented here is a flexible and ver-
satile fault injection tool, the user is free to choose the type
and number of faults/errors to inject. The user may often
want to test the survivability of a fault tolerant implementa-
tion against a certain type of fault, such as testing whether
a system having software RAID tolerates more harddisk
faults than a system without. Aspects of fault representa-
tiveness are extensively researched by [6].

The following sections categorize faults, explain how hard-
ware faults are injected into UMLinux and give a definition
of the fault load.

6.1 Fault Types

Following the hardware categories defined in Sec. 4 we
define fault types of the same categories, i.e. computing
core faults, peripheral faults, external faults, real time clock
faults and interrupt/exception faults.

Hardware faults may be permanent or transient faults, can
have a certain duration or appear intermittently. Permanent
faults, such as a stuck memory bit or a bad block on a hard-
disk, remain in the system from their activation time until
the end of the measurement run. Duration faults are like
permanent faults, except for the fact that they disappear af-
ter a given duration. Transient faults, such as bit flips, are
injected once and will disappear as soon as the bit is set to a
new value. Intermittent faults are transient or duration faults
which are injected again and again after a given interval.

6.2 Defining the Fault Load

The frontend (or Expect) needs to be configured to inject
faults when a virtual machine is started. The description
of the faults to be injected, the fault load, is configured per
virtual machine using a simple textfile. For a large series of
experiments, a script can generate a number of these files
automatically. For each fault to be injected, the configu-
ration file must contain at least the following information:
ID: (Autogenerated) Unique identification number.

Location: (User-supplied) The framework currently sup-
ports the following fault locations:

¢ RAM

e CPU registers

o Blockdevices (harddisks, cdroms, etc.)
— failure of a number of consecutive blocks
— device inaccessible

o Network interfaces
— inability to send
— inability to receive

Type: (User-supplied) The fault type may currently be one
of
e permanent
e duration
e transient

Activation Time: (User-supplied) This is the time (in sec-
onds, > 0) at which the fault becomes active in the
system. ¢t = 0 is the time at which the virtual system
boots.

Not all possible combinations of location and type are al-
lowed. Depending on the fault location, additional infor-
mation may be necessary to properly inject the fault (see
Sec. 6.3).

6.3 Implementing the Fault Injector

To inject faults into the virtual hardware, those parts of
the simulator implementing the hardware must be accessed.
This can be achieved via the pt r ace interface. All sys-
tem calls can of course be modified to implement fault in-
jection, but those system calls implementing the UMLinux
hardware are most important for injecting (UMLinux) hard-
ware faults.

To minimize the overhead, the process intercepting and di-
verting the system calls, the tracer, also handles the fault in-
jection. Just like the Linux kernel, the tracer is implemented
in the C programming language.

6.3.1 Computing Core Faults.

The following paragraphs treat computing core faults.
RAM faults include transient bit-flip and permanent stuck-
at faults. In addition to the information listed Sec. 6.2, a
RAM fault is defined by

Address: (User-supplied) A valid address in the virtual
machine’s physical RAM (must fall on a word-
boundary).

Bit: (User-supplied) The number of the bit which flips (be-
tween 0 and 31, where 0 is the least and 31 is the most
significant bit of the word).

It is no problem to inject transient faults into the virtual
machine. This is done by simply writing to the memory
mapped file which is the virtual machine’s RAM. The tracer
first retrieves the contents of the word at the appropriate
address using wor d = pt r ace( PTRACE_PEEKDATA,
pi d, (addr + MEMBASE), 0) Here and in the fol-
lowing paragraphs the variable pi d contains the pro-
cess identification number of the process simulating
the UMLinux machine. The virtual machine’s phys-
ical RAM is mapped beginning at (real) memory ad-
dress MEMBASE, the variable addr contains the (vir-
tual) memory address to be retrieved. Its contents
are returned in the variable word. word is changed
to reflect the bit flip and written back to the virtual
machine using ptrace( PTRACE.POKEDATA, pid,
(addr + MEMBASE), &word) When this manipula-
tion is finished, the virtual machine, which was stopped



during this time, is allowed to continue. Transient faults
can only affect processes (including the UM kernel) on the
virtual machine when they read from memory, but will be
overwritten by write accesses to the faulty part. Permanent
faults, which do not disappear after a write access to the
faulty part, can be implemented by remapping the affected
pages or (on up-to-date Intel hardware) using the user de-
bugging registers provided by Intel processors. Currently,
only transient faults are implemented.

CPU faults include transient bit flips or permanent stuck-at
faults in registers. An effect may be instructions skipped or
wrong branches taken. In addition to the information listed
Sec. 6.2, a CPU fault is defined by

Register: (User-supplied) A valid register of an Intel CPU
(e.g. eax, eip, esp, eds).

Bit: (User-supplied) The number of the bit which flips (be-
tween 0 and 31, where 0 is the least and 31 is the most
significant bit of the register).

Faults injected into the computing core will affect both the
UM Kkernel and all UM user processes on the given virtual
machine, just as would be the case on a real machine. To
retrieve the current set of register contents from the virtual
machine, the tracer uses pt r ace( PTRACE_.GETREGS,
pid, 0, &regs) The register contents are now con-
tained in the structure r egs. Since the virtual machine is
stopped at this time, it does not access its registers. The
tracer changes the contents of the structure to reflect the
bitflip, writes the changed register contents back to the vir-
tual machine using pt r ace( PTRACE_SETREGS, pi d,
0, &regs) and allows the virtual machine to continue
execution. Again, injecting transient faults is easily done
in this way. To implement permanent faults, the register
contents have to be checked and possibly modified after
every single instruction executed by the UMLinux virtual
machine, which will lead to a higher overhead. It is im-
plemented by single stepping the simulator. Currently, only
transient faults are implemented.

6.3.2 Peripheral Faults.

The following paragraphs treat peripheral faults. For parts
of the following discussion, it is important to recall, that the
virtual machine stops when entering into and returning from
system calls. It does not continue until given a go-ahead by
the tracer.

In addition to the information listed in Sec. 6.2, a block-
device fault is defined by

Device: (User-supplied) A valid Linux block-device name
(e.g. hda, hdb).

First Block: (User-supplied, only for blockwise failure)
The number of the faulty block.

Number of Blocks: (User-supplied, only for blockwise
failure) The number of faulty blocks following the
first block.

Block-device access, such as harddisk, floppy or cdrom
drive access is implemented using the system call sequence
open, | seek, r ead, cl ose for read access and open,
| seek,write,cl ose forwrite access. Thus every time
anopen system call is made, and at least one block-device-
fault is active, the parameters of open must be checked, to
see, if the faulty device is being accessed. Since blockde-
vices are implemented as files, we need to check the file-
name passed to open. The parameters to system calls are
passed in defined CPU registers. The pointer to the filename
specifically is passed in register ebx and we can retrieve its
contents with pt race( PTRACE.CETREGS, ...) as
detailed above. The filename given is then compared to the
names in all active fault descriptions referring to faults in
block-devices. If a match is found, we set a flag to watch
subsequent | seek, wri t e andr ead calls. Since file ac-
cess with these system calls uses filedescriptors instead of
filenames, we need to remember the filedescriptor returned
by a successful open call in register eax. In case the match-
ing fault describes blockwise failures, we must look at the
parameters to | seek, to see which block is accessed, and
find out, if it falls into the range of defect blocks. If indeed
all conditions are met, we annull the subsequent r ead or
wr it e call by doing a get pi d instead (see [2]) and ma-
nipulate the return value to return an error. System calls
return values in register eax, which can be accessed and ma-
nipulated with pt r ace( PTRACE_.GETREGS, ...) and
ptrace( PTRACE_SETREGS, ...) as detailed above.
The error returned from this real system call causes the vir-
tual block-device-driver of the UMLinux machine to return
an error to the virtual operating system.

The previous discussion shows that an active fault does not
necessarily have an effect on the operating system at all, for
example, when the defect blocks on the harddisk are never
accessed. If the defect blocks are accessed, the fault is no-
ticed by the operating system, but unless the blocks contain
data important to the operating system (such as filesystem
information), there may be no further visible effects.

In addition to the information listed Sec. 6.2, a network in-
terface fault is defined by

Device: (User-supplied) A valid Linux network interface
name (e.g. eth0).

The virtual network interface is implemented as a socket.
To inject faults into the network interface, we need to
manipulate the appropriate sendt o or r ecvf r omecalls,
which implement sending and receiving via the network in-
terface. Thus we need to be able to identify the virtual net-
work interface by the (real) socket descriptor used in these
calls. It is therefore necessary to build a table assigning
socket descriptors to interface names. The necessary infor-
mation is gained by looking at arguments and return values
of bi nd, which is called once for each network interface
during the hardware initialization phase of the boot process
of the virtual machine. This system call is given a socket ad-
dress (basically consisting of an IP address and a port num-
ber) and returns a socket descriptor. Our implementation of



the virtual network interface uses a fixed port number for
each interface (which is read from a file having the same
name as the interface). The implementation independent
fault descriptions use interface names, not port numbers. To
inject receive faults, we simply manipulate the return value
of r ecvf r omto return an error. To inject send faults, we
again annull the sendt o call by doing a get pi d instead
and return an error.

Injecting permanent faults into peripheral devices does not
incur a significant overhead, since the virtual machine is
stopped at entry and exit of every system call anyway, so
that the tracer can redirect the system call to the UM ker-
nel if necessary. Additionally, only those system calls im-
plementing UMLinux device drivers need to be examined
more closely when peripheral faults are active. Those sys-
tem calls redirected into the UMLinux kernel need not be
manipulated to inject peripheral faults.

6.3.3 External Faults.

Some external faults are also possible. Depending on the
setup, a power failure may affect a single or several ma-
chines. For all virtual machines affected by the virtual
power failure, their tracers simply Kill the corresponding
processes by sending them a SI GKI LL.

Defects in virtual external networking hardware can be im-
plemented by configuring the UMNP to behave like faulty
networking hardware. The UMNP must be started, to en-
able the transparent network connection of virtual and host
machines or to have several virtual machines which are not
in the same IP-subnet. By configuring the UMNP to not
forward packets to/from a certain machine, a broken cable
leading to that machine can be simulated. Examples for
other possible defects include a working uplink but a bro-
ken downlink or missing or damaged network packets.

6.3.4

The tracer can intercept signals before they are delivered to
the virtual machine as interrupts or exceptions. It is thus
possible to inject “missing interrupt” faults, where an ex-
ception or an interrupt is not generated even though this
should have been the case.

Interrupt/Exception Faults.

6.4 Controlling Fault Injection

The frontend (or Expect) reads the descriptions of the faults
to inject into a certain virtual machine, the faultload, from a
textfile.

As is shown in Fig. 1, the frontend passes the fault descrip-
tions to the appropriate tracer for injection into the UM-
Linux machine. In case the experiment is run automatically,
the frontend is just an intermediary between Expect and the
tracer.

The protocol used for the bidirectional communication be-
tween the tracer and the frontend is quite simple. Figure 2
shows the transmission of the fault data from the frontend
to the tracer. The left hand side shows the communica-
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Figure2  Fault Injection Protocol

tion, when a virtual machine is booted via the graphical
user interface or Expect. The frontend starts the tracer us-
ing f or k. Because we want to be able to boot a machine
with faulty hardware, the tracer connects to the frontend and
blocks soon after it is started (but before it starts the virtual
machine) to receive the list of faults active at boottime. This
list may be empty. After having received the list of initial
faults, the tracer configures its communication socket to the
frontend to use asyncronous 10. Now every time the fron-
tend sends a fault description to the tracer, the latter receives
an 10-interrupt and proceeds to retrieve the newly arrived
data (right hand side of Fig. 2). The tracer itself does not
need the timing information included in the fault descrip-
tion. All timing is done by the frontend. Once one or more
faults are active, the tracer takes appropriate actions to in-
ject the fault. New faults are activated as soon as the tracer
receives new fault descriptions from the frontend. If the
fault is a computing core fault, activating it is equivalent to
injecting the fault, i.e. manipulating CPU register or RAM
contents. If the fault is a peripheral fault, activating it is
equivalent to setting appropriate flags to watch for access to
the faulty hardware device.

The tracer can send information about the fault injection to
the frontend. This can be used to find out, whether faulty
blocks on a harddisk are accessed at all or whether the sys-
tem actually did try to send data on a failed network inter-
face. This information is necessary to tune the faultload and
system setup so that it is possible to specifically target vul-
nerable locations, such as blocks on the harddisk containing
data which is accessed often. We believe that it makes a dif-
ference, whether e.g. a faulty harddisk does not visibly af-
fect the system because the faulty blocks are never accessed
or even though they are accessed.

7 Using the Framework

The purpose of this section is to show how to use the fault
injection framework we implemented. Section 7.1 explains
what is necessary to run a workload on the system under
test. The framework would not be complete without some
means to collect the data from the experiments (Sec. 7.2).



Since the flexible framework allows a great variety of faults
to be injected in a variety of systems, it is not possible
to cover them all. We therefore describe a test setup in
Sec. 7.3 and inject one of each processor, memory, network
and harddisk fault. Sec. 7.4 assesses the overhead incurred
through simulation.

7.1 Running the Workload

The framework presented here is aimed at testing networked
server systems. The hardware and network configuration
alone does not yet make a complete system. The missing
part are the server processes, which are part of the system
under test, and the client processes, which are necessary to
generate a workload on the system under test.

The server processes need to be started on UMLinux ma-
chines. To this end, the appropriate startup and configura-
tion files needed for the server processes must be installed
on the virtual machines prior to the start of the experiment.
When configured correctly, server processes, such as HTTP
or DNS servers, are started automatically when a Linux sys-
tem boots.

If the system under test is, for example, a database with
an HTTP-frontend, the load would be generated by sending
database queries to the system via the HTTP-frontend. The
load generating processes are not subject to fault injection,
because they are not part of the system under test. If these
processes are started on virtual machines, these machines
are also exempt from fault injection.

There are several possibilities to generate the client work-
load. Firstly, appropriate scripts or programs generating a
client workload can be installed on a number of virtual ma-
chines and configured to automatically start when booting
the machine. Secondly, when the UMNP is employed to
provide a transparent connection between the virtual and
the real world, the load generating clients can be started on
real machines. And thirdly, the client workload can be gen-
erated with the frontend. Since the frontend is connected to
the keyboard and console devices of all virtual machines, it
is possible to simulate a user sitting in front of a virtual ma-
chine and using a web browser to generate HTTP requests.
The user working with the frontend can do this interactively
or start Expect to generate the client workload.

In this setup, it is useful to wait with running the work-
load, until the webserver is fully booted. Otherwise the
clients may log connection timeouts which are not due to
webserver-failures. How fast a virtual machine boots is of
course dependent on the current load and process manage-
ment decisions of the host machine, so even when the web-
server is started before the client machines, the latter may
have booted first. Concentrating the fault injection control
in the frontend makes it possible to wait until the webserver
has finished booting (this can be seen from console output)
and then start the workload.

7.2 Collecting the Data
Data is collected from a number of different sources.

Virtual Machine Console Output: The frontend can be
configured to log the console output of the virtual ma-
chines it supervises.

Virtual Machine Logfiles: Each Linux kernel, whether
virtual or real, can be configured to log errors de-
tected by the kernel. Server processes can also be
configured to log their activities in different levels of
detail. The web server Apache, for example, if con-
figured accordingly, does not only log errors, but logs
time, source and file requested for every single ac-
cess.

Files on the Virtual Machine: When the system under
test includes a database of some kind, the database
files of the fault free and faulty runs can be compared
directly.

Client Logfiles: The clients can be configured to log fault
free and faulty server responses as well as timing in-
formation useful for calculating results.

Fault Injector: The fault injector can be configured to log
when and how often the faulty device or part was ac-
cessed. This information can be used to target faults
at specific locations for vulnerability testing.

Extensive logging may slow down the virtual system, just
as is the case with a real system. Depending on the types of
faults injected, some data sources may not be usable. Hard-
disk faults, for example, may corrupt the filesystem in such
a way, that log- and other files on the affected virtual ma-
chine are no longer intact.

The data collected is examined to calculate the result mea-
sures of interest to the user. How this is done and what
result measures can be calculated is highly dependent on
the content and structure of the data collected. The general
approach of the framework uses customizable scripts to ex-
amine the data and calculate result measures.

7.3 Example Experiment
The general setup of the example system is the following.

System under test: DB.WNA web and database-server
running Apache and MySQL. This virtual machine
was equipped with two harddisks, one containing
the operating system and binaries (HD1), the other
containing the database and HTML-pages for the
webserver (HD2). The contents of the database
were automatically generated and consist of times-
tamped records each with a primary key. Two differ-
ent databases were used. One contained about 2.7
million entries (DB1), the other started out empty
and was filled and emptied again during the testrun
(DB2).

DNS: domain name-server running bind.

Network: The virtual machines were connected by a vir-
tual local network.



Processor, memory, harddisk and network faults were in-
jected into DB_\WAWV

The workload is generated by Perl-scripts running on an
additional virtual machine (CLI ENT). Two different work-
loads were used.

WL1 : 230 SELECT statements made via the webinterface
accessing records evenly distributed throughout the
database.

: A series of 100 | NSERT, followed by 150 SELECT
and 100 DEL ETE statements (all randomly generated
and submitted via the webinterface) was repeated
twice on different record sets.

The record sets to be read and written by the client were
prepared in advance and known to the client, such that the
client was able to recognize a faulty record returned by the
server.

Four different experiments were conducted, one for each
type of fault, as described in the following list. The results
are summarized in the next paragraphs. The results were
extracted from the client logfiles.

Memory Faults The faultload was a single transient bitflip
of a randomly chosen bit in a randomly chosen byte
of memory between 0 and 32MB. An equal percent-
age of runs was made with activation times of 150,
200 and 250 seconds. The workload and database
used were W.2 and DB2. 282 single runs were con-
ducted.

Processor Faults The faultload was a single transient bit-
flip of a randomly chosen bit in a randomly chosen
register. An equal percentage of runs was made with
activation times of 150, 200 or 250 seconds. The
workload and database used were W.2 and DB2. 447
single runs were conducted.

Harddisk Faults The faultload consisted of permanent
failures of 2000 consecutive blocks on the harddisk
(HD2) containing the data. The activation time was
200, the start block was randomly chosen on the hard-
disk. The size of the harddisk was chosen, so that
the data occupied nearly the complete disk. In this
way we avoided that the faults injected only affect
empty blocks on the harddisk which are never ac-
cessed. Furthermore we excluded a certain number of
blocks located at the beginning of the harddisk from
fault injection. Linux uses these blocks to keep in-
formation about the structure of the filesystem. Dam-
aging these blocks will make the complete harddisk
inaccessible, which is not what we intended in this
experiment. The workload and database used were
WL1 and DB1. 726 single runs were conducted.

Network Faults The faultload consisted of transient fail-
ures of the network device of DB_WNV Both send and
receive failures with durations from 5 to 40 seconds
(with step of 5) were injected, with activation time

being 150 seconds. The workload and database used
were W.2 and DB2. 109 single runs were conducted.

The server’s behavior was viewed from the client’s point of
view and the errors observed were therefore classified into
the following categories

faulty response (faulty record data)
delayed response

server error response (SER)

server crash or hang

The item SER corresponds to the HTTP-server returning
some kind of error message, such as a "page not found”
message or error messages from the database server which
are passed on to the client via the HTTP-server. The last
item is a server crash or hang from the clients point of view,
i.e. the client is unable to evoke a response from the server
until the end of that testrun. Not all of these possible behav-
iors were observed for each type of fault injected.

The memory faults injected had no immediately visible ef-
fect on the server. We believe this is due to the fact that
only a single fault was injected per testrun. We also did
not try to target sensitive parts of the memory explicitly,
since (apart from the memory location of the kernel) it is
not possible to tell a priori where i.e. the database- or web-
server executables are located in memory at a certain time
during the testrun. This behavior has also been observed
on real machines with a defect RAM, were the only visible
errors occurring once in a while were some defect files on
the harddisk (the reason for this being the fact that Linux
buffers disk 1/0, so a memory fault in one of the I/O buffers
will affect what is written to disk).

Figure 3 shows the percentage of different types of behav-
ior observed in the example setup for the processor and
harddisk faults. For 86.1% of the testruns injecting pro-
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SER (errdr SER (HTTP 404)

inserting data)

faulty records
SER

(database
2.1% not available)

Faulty runs; 23.9%

Faulty runs: 22.2%

Figure 3  Results of the Experiments (Faulty Runs Only)
cessor faults, the client could not observe a faulty server
behavior. For the 23.9% of testruns with observable faulty
behavior, the distribution is shown in the left part of Fig. 3.
It is possible for several different errors to occur during a
single testrun. The client completely lost connection with
the server and could not regain it during this testrun (35.7%
of the faults). For the client it is impossible to tell, whether
the lost connection is due to an operating system crash of



the server or crash of the webserver daemon only. In 40.0%
of the errors observed, the server returned an error message,
saying, that it could not insert the data into the database.
In 22.1% of the cases no error message but a faulty record
were returned. In the last 2.1% the web server returned the
message, that it was unable to connect to the database.

Harddisk faults, since confined to HD2, could not affect the
operating systems or database- and webserver binaries. Ac-
cordingly the clients never lost connection to the webserver,
instead the webserver returned error messages when the
data the client requested was inaccessible. Of the testruns
performed, 77.8% terminated without errors. The percent-
ages of the errors observed in the other 22.2% of the testruns
are shown in the right part of Fig. 3. In about a quarter of
the cases the web server returned an HTTP 404 "page not
found” error, the rest of the time faulty records were re-
turned without any error messages.

The experiment shows that the worst case, i.e. undetectable
errors, happens in, as we believe, a non-negligible percent-
age of the testruns. In the experiment setup, the clients
knew which response to expect from the server and could
therefore identify the faulty records returned. This is usu-
ally not the case in a real world system unless special fault
detection measures are taken.

Network faults only led to delayed server responses being
observed by the clients. This is due to the fact, that the
HTTP-exchange between client and server is layered on
the fault-tolerant Transmission Control Protocol (TCP). The
latter hides the retransmissions occurring due to the network
failure from the application layer and the client only records
a higher response time. The durations of the network faults
were obviously not long enough to lead to TCP-timeouts.
Fig. 4 shows how the response times of the delayed re-
sponses (y-axis) relate to the fault duration (x-axis). The
response times are sometimes much higher than the actual
fault duration. This is due to the backoff and retry mecha-
nism of TCP, which backs off for an increasing amount of
time after an unsuccessful retry before trying again to con-
nect.
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7.4 Overhead

As with any kind of simulation compared to the real thing,
there is a performance penalty associated with running pro-
cesses on UMLinux instead of on a real Linux machine.

A few a priori statements about the overhead incurred can
be derived from the implementation of UMLinux. Since
overhead is only incurred when a system call is made, com-
pute intensive programs which make no system calls will
incur no overhead. On the downside, system call intensive
applications, such as creating a disk image, will incur a rel-
atively high overhead.

An accepted benchmark for Linux systems is compilation of
a standard kernel from scratch. Measurements have shown,
that a standard kernel compilation which took about 6:00
minutes on the host machine, took 28:40 minutes on the vir-
tual UMLinux machine running on that same host. The host
machine was a Pentium 11 350 with 128MB real RAM, the
UMLinux machine only had 32MB virtual RAM. The vir-
tual hard disk file and the directory used for kernel compi-
lation on the real host were on the same local real harddisk.
The overhead measured is much lower than for traditional
simulation environments, where it is usually around several
orders of magnitude.

The size of the virtual system which can be simulated within
a preset amount of calendar time depends heavily on the
computing power available. In an ideal environment, where
each virtual machine is simulated on a separate real host,
there is no limit to the size of the virtual system under test
which can be implemented. The RAM and harddisk of the
virtual machine should ideally be a little smaller than that of
the host machine. Other than with SWIFI methods working
with the real hardware and operating systems, virtual sys-
tems consisting of several UMLinux machines can still be
simulated even when only a single host is available to run
the simulation, albeit at a much slower speed due to the high
load on that host.

8 Conclusion and Future Work

This paper presented an extensible framework for running
fault injection experiments using User Mode Linux. The ap-
proach enables to setup user configurable virtual networked
computer systems which can then be subjected to fault in-
jection. Different fault tolerance strategies of the setup can
be tested or compared. The Linux operating system and
application programs can be tested for availability of fault
tolerance capabilities. To the knowledge of the authors such
asimple yet flexible and powerful fault injection framework
has not been presented before.

We are currently working on enhancing UMLinux to in-
clude virtual multi-processor machines. Future work will
certainly include smoothing some of the rough edges of the
prototype and further improving the frontend, e.g. to al-
low interactive injection of faults. We also plan to include a
small library of examples for some typical setups (including



Expect-scripts for automatic experiments). These can serve
as a starting point for customization of a user defined setup
and ease creation of new system setups.
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