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1 Introduction

The goal of benchmarking the dependability of computer systems is to provide generic ways for
characterizing their behavior in the presence of faults. Benchmarking must provide a reproducible way for
dependability characterization. The key aspect that distinguishes benchmarking from existing evaluation and
validation techniques is that a benchmark fundamentally should represent an agreement that is accepted by
the computer industry and by the user community. This technical agreement should state the measures, the
way and conditions under which these measures are obtained, and the validity domain. A benchmark must
be as representative as possible of a domain. The objective is to provide practical ways to characterize the
dependability of computers, so as to help system manufacturers and integrators improving their products as

well as end-users in their purchase decisions.

The success of well-established performance benchmarks in comparing performance of components and
computer systems probably accounts for the generalized idea that the main goal of benchmarks is to compare
systems on the basis of benchmark results. However, we would like to emphasize that dependability
benchmarks can be used in a variety of cases by both the end-users and manufacturers:

Characterize the dependability of a component or a system.

Identify weak parts of a system, requiring more attention and perhaps needing some improvements by

tuning a component to enhance its dependability (e.g., using software wrappers), or by tuning the system

architecture (e.g., adding fault tolerance) to ensure a suitable dependability level.

Compare the dependability of alternative or competitive solutions according to one or several

dependability attributes.

This paper proposes a framework for defining dependability benchmarks for computer systems, with
emphasis on Commercial-Off-The-Shelf (COTS), and COTS-based systems, via experimentation and

modeling.

Although a variety of evaluation techniques exist, aimed at different system levels and domains, a
generalized approach that can be used to evaluate and compare different systems and applications still does
not exist. Instead, several methods have been used, ranging from analytical modeling to simulation and
experimental approaches, including those based on fault injection, e.g., see [1-7]. These approaches form a
natural basis for our proposal for dependability benchmarking and the following paragraphs refer to those

that are most appropriately related to dependability benchmarking.

It is worth mentioning the pioneering work that addressed the benchmarking of software robustness [8] and
investigated the development of some forms of benchmarks [9, 10]. Among these studies, operating systems
have received much attention, e.g., see [11-13] including development of tools (respectively, Ballista, Fuzz
and MAFALDA) to support robustness testing. On the other hand, performance benchmarking is now a

well-established area that is led by organizations such as the TPC (Transaction Processing Performance



Council) and SPEC (Standard Performance Evaluation Corporation), and supported by major companies in

the computer industry, e.g., see [14].

Clearly, the preliminary efforts at developing dependability benchmarks, including focused robustness
testing techniques, do not benefit yet from such a level of recognition. Much work is still needed despite the
many relevant efforts that have tackled in a unified way several issues concerning performance and
dependability assessment. Among these, we would like to point out the following studies that addressed
jointly a couple of such issues: bringing together performance benchmarking and dependability assessment
[15], field measurement and fault injection [16], field measurement and modeling [17], fault injection and
modeling [18], and use of standard performance benchmarks as a workload for dependability evaluation
[19]. To the best of our knowledge, little has been reported to cover these various facets in a comprehensive
manner. Accordingly, this is the path that is specifically being explored in our work. This paper elaborates

on our first thoughts reported in [20].

The ultimate objective of our work is to comprehensively define dependability benchmarks for computer
systems, and provide means for implementing them. In this paper, we identify the main dimensions that are
decisive for defining dependability benchmarks and show how they can be integrated into benchmarking
scenarios to assess benchmark measures. These dimensions allow the description of i) the considered system
in its operating environment, ii) the benchmark context, iii) the benchmark measures and iv) all what is
needed for experimentation. A benchmark is defined when all of these dimensions are specified. Three
examples of case studies are provided to exemplify how the dimensions of the proposed framework can be
instantiated in real situations. The first one addresses operating systems that are the core components in

computer systems. The other examples focus on transactional and embedded systems and applications.

It is expected that these case studies will aid defining the dependability benchmarks, at least for the

considered classes of systems.

The paper is structured into five sections. Section 2 presents the relevant dimensions that characterize
dependability benchmarking. Section 3 illustrates how the framework can be used for conducting
dependability benchmarks. Section 4 describes the main specifications of preliminary benchmarks for three

case studies. Finally, Section 5 concludes the paper.

2  Dependability Benchmarking Dimensions

The definition of a meaningful framework for dependability benchmarking requires first of all a clear
understanding of all impacting dimensions. Their examination is essential to appreciate the problem space
and to classify and specify all aspects of dependability benchmarks. Figure 1 outlines our classification of
dimensions. The categorization dimensions allow us to organize the dependability benchmark space into
well-identified categories. These dimensions describe the considered system and the benchmarking context.

The measure dimensions specify the dependability benchmarking measure(s) to be assessed depending on



the choices made for the categorization dimensions. The experimentation dimensions include all aspects

related to experimentation on the target system to get the base data needed to obtain the selected measure(s).

Categorization Measure Experimentation

Considered system Measure nature Workload

(system nature ::) (qualitative / quantitative) :>

application area Faultload

operating environment) Measure type

(dependability / performance-related) Measurements

Benchmarking context

(Life-cycle phase Measure extent

benchmark user (comprehensive / specific)

benchmark purpose

result scope Assessment method

benchmark performer) (experimentation / modeling)

Figure 1 - Dependability benchmarking dimensions

In addition to these dimensions, a benchmark must fulfill a set of properties to be considered valid and
useful. For example, it must be reproducible (in statistical terms), must not cause undesirable interferences
or perturbations on the target system, must be portable, cost-effective, etc. These properties represent goals

that must be achieved when defining actual dependability benchmarks.

In the following sub-sections we concentrate on detailing the three groups of dimensions as depicted in

Figurel.

2.1 Categorization Dimensions

The categorization dimensions impact the basic selection of meaningful benchmark measures as well as the

experimentation dimensions.

2.1.1 Considered System

It is essential to clearly identify the system under consideration, namely, its nature, its application area, as

well as its operating environment. We detail each of them below.

System Nature - The system ranges from discrete hardware and software components (e.g., operating
systems, middleware) to complete systems. Two conflicting views determine the way the system should be
described in a dependability benchmark. On one hand, it would be desirable to know the system in detail to
make possible the evaluation of specific measures such as measures directly related to fault tolerance
mechanisms available in the system. On the other hand, a detailed description of the system could drastically
reduce the portability of a benchmark. As a compromise, we propose two complementary views:

Abstraction layer view: The target system is described in a generic way as a set of abstraction layers (or

components) that perform specific functions, including key components for dependability. The main



guestion is how to reconcile the need of describing the target system to a given detail with the necessary
level of portability required for a benchmark.

Functional view: The system is described in terms of functionalities and features, including dependability
features. The main question to be investigated is the extent to which this approach affects the accuracy of
the various measures that can be obtained from the benchmarks. One possible way could be to associate,
to some measures, disclosures specifying the detailed knowledge of the system required to obtain that

measure.

Application Area - The application area is a key dimension for the definition of dependability benchmarks,
as it impacts the system activation profile, the operating environment and the selection of benchmark
measures. The division of the application spectrum into well-defined application areas is necessary to cope
with the diversity of applications. The main difficulty is clearly the establishment of the appropriate
granularity to divide the application spectrum. Obviously, different application areas will need different
dependability benchmarks. For example, telecommunication applications have requirements that are

different from those for control applications. The case studies presented in Section 4 illustrate this point.

Operating Environment - The operating environment characterizes the environment in which the system is
used in operation. It includes aspects such as maintenance actions. As a consequence, it may affect the
workload in a way that is usually ignored in performance workloads that concentrate essentially on
functional aspects. Additionally many computer faults are induced by external sources that are intimately
related to the operating environment. The main problem is to identify a way to take into account this
environment. This is even more difficult when including human aspects. However, if the application area is
well defined and bounded, it should be possible to define a typical operating environment to be used in

experiments, including the set of operator faults that are agreed upon as typical for that application area.

2.1.2 Benchmarking Context

Performing a dependability benchmark and using the benchmark results can be done with multiple

perspectives. The benchmarking context is, in fact, a composite dimension including the following:

Life Cycle Phase - A dependability benchmark could be performed in any phase of the system life cycle. The

results could be used for the current or subsequent phases.
Benchmark user - Person or entity actually using the benchmark results.

Benchmark purpose - Results can be used either to characterize system dependability capabilities in a
gualitative manner, to assess quantitatively these capabilities, to identify weak points or to compare
alternative systems. The purpose may vary along the life-cycle, for example, during development, results
could be used as a validation means or for identifying weak parts of the system and in operational life, they

could be used to evaluate the impact of physical and design faults on system dependability.



Results scope - Benchmark results can be used internally or externally. External use involves standard results
that fully comply with the benchmark specification, for public distribution, while internal use is mainly for

system validation and tuning.

Benchmark performer - Person or entity performing the benchmark (e.g., manufacturer, integrator, third
party, end-user). These entities have i) different visions of the target system, ii) distinct accessibility and

observability levels for experimentation and iii) different expectations from the measures.

2.2  Measure Dimensions

Dependability benchmarks encompass measures assessed under particular conditions. Therefore an
important task in benchmark definition concerns the identification of meaningful measures. Such measures
allow the characterization of the system in a qualitative manner (in terms of features related to the system

dependability capabilities and properties) or quantitatively.

As the occurrence or activation of faults may lead to performance degradation without leading to system
failure, dependability and performance are strongly related. Thus the evaluation of system performance
under faulty conditions (referred to as performance-related measures) allows completely characterizing the

system behavior from a dependability perspective.

The various context perspectives impact the type of benchmark measures. Typically, end-users are interested
in measures defined with respect to the expected services, referred to as comprehensive measures, while

manufacturers and integrators could be more interested in specific measures.

Comprehensive measures characterize the system at the service delivery level, taking into account all events
impacting its behavior. They may require the use of both experimentation and modeling. It is worth
mentioning that this constitutes a new aspect in the context of computer benchmarking, as performance

benchmarks rely only on direct measures.

A specific measure is usually associated with a specific system feature without necessarily taking into
account all processes impacting its behavior (e.g., failure rates, maintenance duration). It may concern, for
instance, error detection and recovery or fault diagnosis capabilities. For example, two specific measures can
be associated to error detection: i) coverage of error detection mechanisms and ii) error latency (time

required to detect an error). Such measures can be evaluated based on experimentation.

The actual set of benchmark measures is very dependent on the categorization dimensions. Moreover, more
than one measure can be evaluated for a given set of categorization dimensions. Indeed a benchmark
"measure” can be considered as a vector of measures, some of them being qualitative features, and some

being gquantitative measures.



2.3 Experimentation Dimensions

These include all aspects related to experimentation on the target system to obtain the selected measures, i.e.,
the workload, the faultload and measurements to be performed on the target system. Thus, these three

dimensions are defined according to the categorization and measure dimensions.

2.3.1 Workload

The workload represents a typical operational profile for the considered application area. Widely accepted
performance benchmarks can provide workloads for many application areas and clearly show that it is
possible to agree on an abstract workload that reasonably represents a given application area. However, in
dependability benchmarking, the concept of workload must be expanded to take into account the impact of

preventive and corrective maintenance actions that are always conducted as part of routine operations.

2.3.2 Faultload

The faultload consists of a set of faults and exceptional conditions that are intended to emulate the real
threats the system would experience. Internal faults (hardware or software faults) are mainly determined by
the actual target system implementation. Considering an approach in which few assumptions are made on
the actual target system structure (physical and logical), it is likely that the internal faults should be
represented in the faultload by high-level classes of faults. In this context, equivalent sets of faults for
different target systems must be understood on a statistical basis (used in the same application area) rather

than being literally identical. External faults clearly depend on the operating environment.

The definition of the faultload will inevitably be a pragmatic process based on knowledge, observation, and
reasoning. Inputs from many different application areas are needed to accomplish this task with success.
Some examples are information from faults in the field (see e.g., [21] for software faults), characteristics of
the operating environment (for operator faults), or even information from experimental and simulation
studies.

The definition of representative faultloads is probably the most difficult part of defining a dependability
benchmark. To make this problem tractable we are focusing, as a start, on well-defined application areas and

considering faultloads that address only one class of faults at a time.

2.3.3 Measurements

Measurements performed on the target system allow the observation of the reaction of the system to the
applied workload and faultload. The measures of interest are then obtained from processing these

measurements.



2.4  Summary

This section allowed us to identify all dimensions required to define a dependability benchmark. The
categorization dimensions define clearly the considered system (including its operating environment) and the
benchmark context. Based on these dimensions, one or more benchmark measure(s) of interest can be
defined. From an experimental point of view, the categorization and measure dimensions impact the three
experimentation dimensions: the workload, the faultload and the measurements to be performed on the target
system. Thus a central problem concerns the definition of suitable experimentation dimensions taking into

account the other dimensions in an appropriate way.

3 Benchmark Conduct

A fundamental question entails ascertaining the final form of the product “dependability benchmark”? At
this stage, giving the large spectrum of dimensions to take into account, we think that it is not reasonable to
expect to be able to provide dependability benchmarks in a form that is “ready to use”, integrating all
dimension choices consistently. As a result, the shape of dependability benchmarks could be a detailed
specification including a list of procedures and rules to guide all the processes of producing benchmark
measures, from experimentation and modeling. In particular, a dependability benchmark should include
procedures and rules defining the way the specification should be implemented in the target system as well

as procedures and rules for conducting experiments and to ensure uniform conditions for measurement.

We are working towards these objectives and we expect that the case studies considered in Section 4 will

help us to define such specifications, at least for the considered classes of systems.

Assuming that such specifications do exist at least for some classes of systems, we now discuss the various

steps required for conducting the dependability benchmark of a particular system or component.

Benchmarking is achieved in several steps forming a benchmarking scenario. Benchmarking starts by an
analysis step that is necessary to settle on all dimensions (in many cases this step can be very simple).
Characterization and assessment of the target system dependability is based on an experimentation step
according to the selected dimensions. If comprehensive measures of the target system are of interest, a
modeling step is required in addition to experimentation. Examples of modeling techniques for evaluating

comprehensive measures are: block diagrams, faults trees, Markov chains or stochastic Petri nets.

Figure 2 gives the three steps for dependability benchmarking and their interrelations (links A to E). To
illustrate how this general benchmarking framework can be used in real situations, we have chosen four
examples of scenarios ranging from a purely experimental one to a more complete one in which modeling

and experimentation are tightly coupled.

The rest of this section presents the three benchmarking steps and their interrelations, and introduces the four

examples of benchmarking scenarios before discussing some related research issues.
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Figure 2 - Dependability benchmarking steps

3.1 Benchmarking Steps

The analysis step consists in defining the categorization and measure dimensions for the target system. If a
benchmark corresponding to these dimensions is already available, the experimentation dimensions can be

derived directly from this benchmark. Otherwise, they should be specified.

Two kinds of outputs are expected from the analysis depending on the benchmark measure assessment
method. For experimental measures, outputs A in Figure 2 give the selected workload, faultload and

measurements.

If modeling is required, the analysis step may, in addition, consist in analyzing deeply the system behavior to
prepare modeling (outputs B). In which case, the selection of the workload, faultload and measurements can

be guided by the modeling step as well.

The experimentation step pertains to carrying out the experimental part of the benchmark, i.e., executing
the workload and faultload and collecting the response of the system as a result of measurements. The

experimental measures are then obtained from the collected data.

However, as experimentation is tightly related to the target system, the workload and faultload defined at a
high level during the analysis step or by the already existing benchmark specification, should be transformed
or refined in order to be implemented at the target system level. Also, measurements are tightly related to the
target system accessibility and observability points. Indeed, the benchmark should specify the kind of
outputs required from the experiments to assess the benchmark measures. Deep examination of the target
system allows determination of the accessibility and observability required for obtaining the specified

outputs.

This refinement should be accomplished according to the procedures and rules included in the benchmark. In
particular, these procedures and rules should address: scalability of the benchmark, configuration

disclosures. Also, such rule should avoid "gaming", to produce biased results

Finally, it is worth mentioning that when the benchmark purpose is to identify system capabilities and

possible weaknesses, no numerical values are to be estimated.
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The modeling step lies in the description of the system behavior as well as interactions between
components, taking into account failure and repair rates of system components. Processing of the analytical
model to assess the measures requires the allocation of numerical values to the model parameters. Some of
such values may be obtained from experimentation on the target system (e.g., coverage factors, restart time).
Other parameter values can be provided from field data or based on past experience related to similar

systems (e.g., failure and repair rates).

It is worth mentioning that models of large systems made of several components with several dependencies
may be very complex (see e.g., [22]). However, for some systems, mainly COTS-based systems for which
the details about the system architecture are not known, simple high-level models can be constructed. Such
models may require only a reduced effort, thus offering a good trade-off for obtaining comprehensive

measures characterizing globally the system with an acceptable effort.

Usually experimentation and modeling are used in a complementary way to assess system dependability
[23]. Examples of relationships between modeling and experimentation are shown in Figure 2:
Link C: Modeling is used to guide the selection of the most relevant classes of workload and faultload.
Link D: Modeling is used to guide the selection of experimental measures and features. Actually, the
constructed model is processed and sensitivity analyses with respect to parameter values are achieved to
identify the most significant ones (i.e., associated to the most salient features of the system) that need to
be accurately assessed by experimentation.
Link E: The experimental results may lead to the refinement/correction of the analytical model. For
example, the model may assume two failure modes, if experimentation shows the existence of a third one

with a significant probability, the original model should be updated.

3.2 Benchmarking Scenarios

We have selected four examples of scenarios. The complexity of benchmarking and the associated effort
increase from the simplest scenario (S1), based only on experimentation, to the most complete one (S4), in
which modeling and experimentation are tightly coupled. However, more results can be obtained from the
most complete one. Indeed, S1 is included in the three other scenarios. Hence, all the problems and research
issues for S1 are also relevant for the others. These problems and research issues are briefly presented in
Section 3.3.

S1: Dependability Benchmarking Based Only on Experimentation - The simplest scenario for
benchmarking dependability follows a pure experimental approach. It includes analysis and experimentation
steps and link A of Figure 2. It is actually an extension of the well-established performance benchmark
setting. The analysis step specifies a set of measures and all the experiments necessary to obtain them.
Typically, the target system is described in a functional way and few assumptions are made regarding its
internal architecture. This approach can be used even when the documentation is not completely available as
for COTS and COTS-based systems.

10



S2: Experimentation Supported by Modeling - S2 differs from S1 by the fact that experimentation is
guided, at least partially, by modeling. It includes the three steps and links A, B, C and D. Modeling helps in
selecting features and measures to be assessed experimentally. The outputs are similar to those of S1:

experimental measures and features.

S3: Modeling Supported by Experimentation - S3 includes the three steps and links A, B and E. In S3,
some specific experimental measures, used in the analytical model representing the system behavior, may be
provided by experimentation. Moreover, system features identified by experimentation may impact the
model semantics. Therefore, experimentation supports model validation and refinement. The outputs are
comprehensive measures obtained from modeling. However, the experimental measures and features,

assessed for supporting modeling, may be made available.

S4: Modeling and Experimentation S4 is a combination of S2 and S3. In this scenario, not only the
selection of measures and features to be assessed experimentally are guided, at least partially, by modeling,
but modeling is also supported by experimental results. Its outputs are experimental measures and features,
as well as comprehensive measures based on modeling.

3.3 Some Research Issues

Representativeness is a crucial concern, as benchmark results must characterize the addressed aspects of the
target system in a realistic way. Regarding established performance benchmarks, the problem is reduced to
the representativeness of performance measures and of the workload. For dependability, it is also necessary
to define representative dependability measures and representative faultloads. Although the problem seems
clearly more complex than for performance benchmarks, the pragmatic approach used in the established
performance benchmarks offers a basis for identifying adequate solutions for dependability benchmarking

representativeness.

It is worth mentioning that many technical problems still need to be resolved. The subsequent points
summarize crucial research issues.
The adoption of the workloads of established performance benchmarks is the starting point for the
definition of workloads. However, some work still has to be done. For example one has to check whether
the way the application spectrum as partitioned by the performance benchmarks is adequate for this new
class of dependability benchmarks.
The definition of representative faultloads encompasses specific problems that are currently being studied
(such as fault representativeness and the definition of practical way to apply the faultload to the system).
Definition of meaningful measures. In particular, special attention should be paid to confidence and
accuracy of measurements and the possible impact of the measurements on system behavior

(intrusiveness).
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4 Case Studies

In this section, we illustrate how the general concepts presented in the previous sections can be applied to
examples of preliminary benchmarks. To study a representative set of benchmarks, thus allowing for the
investigation of a substantial range of benchmark dimensions, we are considering three categories of target
systems: i) general purpose operating systems, ii) transactional systems and iii) embedded systems.
Concerning embedded systems, two classes of application domains are considered (space and automotive),
whose implementations are respectively more software-oriented and hardware-oriented. In particular, the

automotive application features a system-on-chip implementation.

To facilitate the cross-exploitation of the results and insights obtained when carrying out these studies, we
chose to consider as much as possible a set of common benchmark categorization dimensions. Accordingly,
hereafter, after describing the benchmark categorization dimensions, the emphasis will be put on the

presentation of the most salient experimentation dimensions as well as of the measures.

4.1 Categorization dimensions

These dimensions are common to all case studies and are defined as follows:
Target system: The target system is always either an Off-the-Shelf component, either commercial (COTS)
or Open System Software (OSS) or a system including at least one such component.
Life cycle phase: The benchmark is performed during the integration phases.
Benchmark user: The primary users are the integrators of the target system. However, the benchmark
results are to be communicated to the successive levels of integrators up to the end-users of the
component or of the integrated system. Nevertheless, some results may be of interest to the developer(s)
of the benchmarked OTS component, for improving the concerned component, in case the benchmark
reveals some deficiencies.
Benchmark purpose: For all target systems, the following possible purposes are identified: i) assess some
dependability features, ii) assess dependability (and performance) related measures, and iii) identify
potential weaknesses.
Result scope: The benchmarks considered are primarily meant for external use (i.e., performed in a
standardized way and made publicly available).
Benchmark performer: The benchmark performer is either the system integrator or a third party. Indeed,
we consider that the benchmark performer is someone (or an entity) who has no in depth knowledge
about the component(s) being integrated and who is aiming at i) improving significantly its knowledge
about the related dependability features, and ii) publicizing information on the dependability of the

component and of the system under integration in a standardized way.
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4.2 General Purpose Operating Systems

Operating Systems (OSs) form a generic software layer that provides basic services to the applications
through an application-programming interface (API). Thus, they form privileged target software components

for conducting dependability characterizations [24].

Two main approaches can be identified for benchmarking OS dependability, as viewed by the basic services
a general purpose OS typically provide. First, a detailed analysis of candidate OSs can be carried out by
decomposing them according to the set of common services they provide. Such decomposition can be
mapped to a set of generic functional components that constitute the OS (e.g., synchronization, scheduling,
memory management, driver controls and 1/O functionality). It is very much suited for kernel components
(especially for OSs based on microkernels (e.g., see [13]), but can be applied to a large extent to general
purpose OSs, especially OSSs. An alternative way to perform a fair analysis can be obtained when the OSs

exhibit a similar API. A typical example of such a popular APl is the POSIX interface (e.g., see [11]).

The benchmark prototypes under investigation implement the dependability benchmark for general purpose
OS in two well-known OSs: Linux and Windows 2000. They differ significantly in their internal architecture
and in their implementation, which constitutes an excellent test of the benchmark portability. Additionally,

the two approaches for OS benchmarking mentioned above are being investigated in these prototypes.

Workloads and Faultloads - As workload, we consider synthetic workloads respectively focused to the
main functional components that have been identified above. These workloads correspond to specific
programs aimed at activating the services provided by the functional components. For the faultloads, based
on previous studies [25, 26], and as we are targeting COTS OSs, for which data on internal structure is
usually not available, we concentrate on failure of the applications when interacting with the OS, by

providing both invalid and valid erroneous parameters to the target OS.

Measures - At OS-level, we focus on the failure modes exhibited and that are characterized by the following
events: i) kernel hang or crash, ii) exception and iii) error status report. Hindering (the error code returned is
not correct) is also an interesting facet of the behavior [11]. It is important to note that these outcomes are
not exclusive (several of such events can occur as the result of the application of a specific faultload). Thus,
related timing observations are also of interest, as the order of occurrence of these events is important (e.g.,
the observation of an exception before a kernel hang is usually preferred to the opposite). Although precise
timing measurements are not easy to achieve, especially in the case of a COTS OS (except for the case of

exceptions), it might only be possible to observe the ordering of events, in this case.

It is worth noting that OS Reboot/Reset times resulting from the events listed above are also of interest. OS-
specific timing measurements (such as switching time) should be more relevant for control applications than
for transactional applications. Accordingly, it is worth pointing out that these specific analyses will be
complemented by the application-specific benchmarks, as they also form the underlying OSs for the

transactional and embedded systems considered in the next two sections.
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4.3 Transactional Systems

We specifically address OLTP (On-Line Transaction Processing) systems, as they constitute the kernel of
the information systems used to support the daily operations in most of businesses (banking, insurance,
travel, health care, etc.). Such applications form traditional examples of business-critical areas, which clearly
justify choosing them as targets to devise a dependability benchmark for transactional applications. The

target system uses the Oracle database running on Windows 2000.

Workloads and Faultloads - We adopted the workload of the well-established TPC Benchmark™ C (TPC-
C) [27]. It represents a mix of read-only and update intensive transactions that simulates the activities of
most common OLTP environments, including transactions resulting from human operators working on
interactive sessions. Concerning the faultloads, besides software faults (that can be emulated to some extent
by machine-code level errors [28]), we emphasize also the analysis of the target system subjected to faults

caused by human operators interacting with the system.

Measures - We naturally favor service-oriented measures that reflect the end-user point of view. Both
dependability- and performance-related measures are being considered. The performance-related measure
considered is the number of transactions executed per unit of time in the presence of a (standard) faultload. It
measures the impact of faults on the performance. It favors systems with higher capability of tolerating
faults, fast recovery time, etc. As is the case for performance benchmark, it might be useful to complement
this measure with a cost-related measure (e.g., the price of processing transactions in the presence of a
(standard) faultload. The main interest is to account for the benefit of including fault tolerance mechanisms
in the system. It is worth noting that what matters here are not absolute performance figures, but rather the

relative measures (e.g., degradation ratio due to the faultload).

In addition to such measures, it is possible to extend the observation to the behavior, in presence of faults, of
particular system components. For example, the occurrence or activation of a fault may trigger the error
detection mechanisms in the target system at various levels: hardware, OS, database engine and application.
The fact that in the benchmark prototypes under investigation the transactions are processed on top of the
same operating systems (i.e., Windows 2000 and Linux) used in the experiments with the benchmarks for
general purpose OSs will provide further insights on the behavior of the OS in presence of faults. Other
specific measures concern error detection and/or recovery latency and coverage. Finally, violations of
properties (e.g., the well-known ACID properties: Atomicity Consistency, Isolation and Durability) provide

another set of specific measures.

4.4 Embedded Systems

The two considered target systems are control applications from space and automotive industries. They both
run on top of Linux. The study of two such target systems is meant to better account for the spectrum of
work that could be performed for embedded systems. The first (software-oriented) system is a

control/navigation system for satellite applications. The software was originally written in Ada language and
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is based on the special Thor processor developed by Saab Ericsson Space [29]. It is being used in the Odin
satellite that is currently operational. The system has been ported to the C language, using the POSIX
standard. The second system features a system on-a-chip architecture for automotive application. The target
system is a microcontroller (MPC565). The application is a subset of an electronic control unit for a Diesel
engine. Two distinct architectures are being studied: a standard one featuring a single microcontroller, and a

duplex architecture composed of two microcontrollers interconnected by a CAN network.

Workloads and Faultloads - The workloads are very much dependent of the applications running on each
target system and thus will be tailored to these applications. For the space application, the faultload will be
focused to test the robustness of the underlying OS at the level of the POSIX-compliant API. In the case of
the system-on-a-chip target system, more emphasis will be put on simulating by means of bit-flips the
consequences of hardware faults using the software implemented fault injection technique. The distribution
and multiplicity of injected bit-flips will be based on results obtained from preliminary fault injection studies

conducted using a VHDL simulator [30].

Measures - Here again, the main measures of interest concern the services offered by the respective
applications. As both applications are real-time control applications, we are concerned with failures in the
value domain (erroneous results) as well as on timing failures (such as deadline misses). This will allow us
to extend the observations of the behavior of the OS in presence of faults, in particular to account for
specific timing measurements. The latter include system call overhead, context-switch, etc. It is important to
mention that the embedded applications context also needs to be considered to define the relevant measures
accordingly. For the considered control applications, the additional (non-traditional) measures include
aspects such as jitter, lag and stability that have ramification on the delivery of the services expected from
the application. In addition, emphasis will be put on measures dedicated to assess the fault tolerance
mechanisms featured by the systems, including hardware redundancy and exception handling mechanisms.
Finally, the fact that both applications run on Linux will contribute to enhance the insights already obtained
for this target OS. In particular, building upon the framework proposed in [7], observation means will be

enhanced to allow for a detailed analysis of error propagation channels, mainly for internal purpose.

5 Conclusion

This paper was devoted to dependability benchmarks for computer systems, with particular emphasis on
COTS components and COTS-based systems. Our goal is to determine generic ways for defining
dependability benchmarks. Given the multi-dimensional nature of the problem, we started by the
identification of all the dimensions of the problem. Three groups of dimensions have been identified:

categorization, measure and experimentation dimensions.

The framework proposed for conducting dependability benchmarks encompasses three main steps.
Benchmarking starts by an analysis step that is necessary to enable the choice of all dimensions.

Characterization and assessment of the target system dependability is based on an experimentation step
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according to the selected dimensions. If comprehensive measures of the target system are of interest, a
modeling step is required in addition to experimentation. To illustrate how this framework can be used in
real situations, we proposed four examples of benchmarking scenarios ranging from a purely experimental

one to a more complete one in which modeling and experimentation are tightly coupled.

Finally, examples of dependability benchmarks concerning operating systems, transactional and embedded
systems were presented. These benchmarks are still under study in the DBench project [31]. In particular,
experiments will be set up to check the conceptual framework. More generally, a lot of work is still needed
to validate the concepts introduced in this paper and to define dependability benchmarks in a comprehensive
way. Due to the large spectrum of dependability benchmarking, we will concentrate our work essentially on
the classes of target systems presented in this paper and expect to be able to define generic benchmarks at

least for these classes of systems.
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