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Abstract:

Explicit fault tolerant programs are
characterized by proactive efforts to ensure
robustness and ability of fault correction. A
fault tolerant application is usually realized

conforming to one of a collection of standard

techniques. Graph based methods can be used

to examine existing applications to derive a
control flow abstraction with respect to the
fault-tolerance architecture. This abstraction,

which we call the fault tolerancebehavioural
type can be used as basis of structural

analysis of the implemented architecture. This
paper outlines the basc ideas and

demonstrates their application using CTL

We distinguish explicit fault tolerancefrom

transparentfault tolerance.In explicit fault
tolerance, the application software actively
provides for fault tolerance, while in

transparentfault tolerance,the infrastructure
(e.g.middlewareor operatingsystem)realizes
fault tolerancemeasureswithout cooperation
with the application [6, 10, 15]. While in

transparentfault tolerance,the fault tolerant
components remain transparent to the
applicationprogrammertheyareimplemented
in explicit fault tolerant programs’ structures
and thus potential subjectto fine tuning and
analysis.

In this paper, we outline a methodology for the
structural analysis of explicitly fault-tolerant
programs with respect to their imbedded fault
tolerance features. The paper is organized as
follows: First, we overview explicit fault
tolerance and a method of structural analysis,
behavioural typing, in sections 2 and 3. Then,
we show how to use these techniques to verify

model checking to verify fault tolerance
properties of explicit fault-tolerant programs.
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1. Introduction

It is commonly agreedupon that in complex
software systemsit has becomeinfeasibleto

completely avoid software design faults.
Therefore key abilities of softwaresystemsn

safety critical application domains are their
robustnessas well as their toleranceagainst
design faults. Fortunately, some degree of

robustnesand toleranceagainstdesignfaults
can be provided by replication of important
processing components (protective
redundancy)lndependentlycalculatedresults
of theseredundantcomponentsare used in

voting and correction components.

the existence of fault-tolerant program
structures in sections 4 and 5, additionally
employing CTL model checking.

2. Explicit fault-tolerant programs

Fault tolerance features of a program
correspondto characteristicpatterns of the
controlflow. E.g.,in a systemthatcandetecta
single failure, there should not only be a
twofold calculationof the critical values,but
alsoa comparisorof thesebeforeuseor output
in every possibleflow of control. Structural
characteristic®f this kind offer the basisfor
verifying or reengineeringsoftware with the
goal to determineand classify robustnessand



fault tolerance features.

2.1 Explicit Fault tolerance

Several different techniques have been
developedor explicit softwarefault tolerance.
The two prominentonesare — N-version or
Multiversion Programming MVP) [1-4, 8, 11]
and RecoveryBlocks (RB) [10, 12]. A third,
related technique is N self-checking
programmind9].Thesetechniquesncorporate
systematically dedicated redundancy into
software modules.

RB is a language construct supporting the
incorporation of program redundancy in a

Thus,RB employstime redundancyand NVP
masking redundancy. Both techniques are
basedon designdiversity. They are effective
only if the different software versions are
independentvitch respectto fault generation.
However, if the alternative blocks are
distributed on different hardware, this
redundancytechnique can also be used to
toleratehardwarefaults [6, 14]. Thenthereis
no need for diversity.

Architectural descriptions of fault tolerant
programs can be nested and take more
complex shapes. The following shows a simple
example of a fault-tolerant software module

concise form. The structure of recovery blockgvhere RB and MVP schemes are nested. Here,

is as follows:

module xy { RECOVERY BLOCK
ensure AT
by Bl
else by B,
elseby B,
else error handler

}

Here AT denotesan acceptancetest, B, a

primary program block and B, , n>1,

alternativeblocks. The blocks are executed
sequentiallyandthe acceptancéestis usedto

check the results. The alternativeblocks are
executednly if theresultsof thecurrentblock
fail the acceptancetest (after undoing the
effects of the previous block). Recovery
blocks can be nested.

In MVP, different versions of software

the recovery block serves as a the error handler
of the multi version programming scheme:

module nvsor{ MVP BLOCK
quicksortin A, out C)
shellsortin A, out D)
insertionsortf A, out E)
VOTER
majorityin C, D,E ,out B)
module rbsort{
RECOVERY BLOCK
ensure A[j+1]>=A[j]
forj=1ton-1
by quicksortin A, out B)
else by shellsortin A, out B)
else by insertionsoiin A, out B)
else printError(no sort )

}

Explicit fault tolerantprogrammingis usually
employed for critical software components
embeddedn a largerprogram.Having sucha
possibility is importantfor practicalpurposes,
sincefor largesoftwaresystemst may not be
feasible or economically meaningful to

modules are executed, and the results of thesprovideexplicit softwarefault tolerancefor the

versions are voted on. A commonly used
syntax is as follows:

module xy{ MVP BLOCK
By,
B,
Bs;
VOTER voteproc
error handler

}

Here, B are program blocks the results of
which are voted on by procedurateproc.

entire system. However, embedding fault
tolerant modulesin a systemintroducesthe
issueof verifying their fault tolerancefeatures
and maintainingtheir consistencyThis holds
particularly for legacy software. Therefore,a
methodto analyzethe structureof the entire
softwaresystemwith respectto the embedded
fault tolerance mechanisms is highly desirable.

3. Structural Analysis



3.1 Control Flows

Every software system conveys its own unique

control flow. This software structure can be

analyzed in search for known patterns of fault

tolerancdike multi version programming,
recovery block scheme and the lilkk for

example, we have to ensure that a calculated

value may never be used without previous
voting (like in MVP), this feature can be

proven by the absence of a corresponding flow

in the program's fault handling.

The explicit fault tolerance of a software
system is defined by substructuresof the
control flow graphconsistingof the elements
ensuring fault tolerance (voters, checking
functionsetc.) andthe possibleflows between
them. Thesesubstructuresanbe extractedoy
control flow abstraction [2], resulting in

specialviews, or fault tolerance behavioural

patterns, of a control flow. They are compact,
interest-focussedversions of control flow

graphsthat directly correspondto the fault
tolerance structure of a software. We will

discuss them in the following section.

3.2 Behavioural Patterns

Fault tolerance architectures are mirrored in
their implementations’ control flows.

The following Figures represent the control
flows conveyed with recovery block style
design and multiversion programming.

voting ok voting fail

Multiversion Programming

Recovery Block Scheme

Characteristic control flow schemes like these
are embedded in every implementation using
special explicit fault tolerance techniques.
Therefore, the implementations’ control flow
graphs contain structural information about the
used fault tolerance technique. However, we
will hardly find simple and ‘clean’ control flow
graphs like those presented. In reality, a
control flow graph will contain many more
elements than the architectural components for
fault tolerance, and fault-tolerant control flow
structures and elements may be mixed and
nested with non-fault-tolerant structures and
elements.

However, we can abstract given control flow
graphs to an architectural view using a
technique we calbehavioural typing [7]. In

this technigue we select a certain set of vertex
types from the control flow graph and

calculate the reachability among these vertices.
The resulting reachability relation, seen as a
relational graph, represents the source graph's
behavioural type with respect to the selected



set of vertices. Behavioural types have the
property of greatly simplifying complex
graphs to focus on desired substructures. The
following figure illustrates the concept.

voting passed

Source Graph

/
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N

Behavioural Type with Respect to Vertices 2,
5,6,8
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Ft-Behavioural Type of Example Program

Analyzing a system'sft-behaviouraltype, we
canclassifyits fault tolerancedesignbasedon
the ft-behaviouraltype'sgraph structure.This
aives both a method of finding fundamental
implementationflaws as well as a meansof
reengineeringegacy softwarewith respectto
its fault tolerance, by classifying ft-

ehavioural types according to reference
architecturesTo do this directly, we haveto
solve problemsof graph matchingwith their
respective high computational complexity.
However, if we succeedin describingfault
tolerancearchitectures,or at least important
characteristicef them, by propositionsover a
ft-behavioural type, this opens the path to
other possibilitiesof analysis,e.g. direct path
checking by traversal algorithms or model
checking.

If we know the elements (statements, function
etc.) enabling fault tolerance that may be
contained in a control flow graph, we can
choose them as the filtering vertex set and
result in behavioural types with respect to faul
tolerance, ofault tolerance (ft)-behavioural

types. Actually, the graphs given for the MVP
and RB structures above already represent
such ft-behavioural types for the
corresponding architectures.

Ft-behavioural types need neither be simple
nor follow a single pattern of fault tolerance.
Consider again the more complex example
MVP-RB architecture of section 2.1. The
following figure shows a ft-behavioural type
associated with this nested fault-tolerant
design:

4. Path Searching



Control flow structurescan be searchedvia

graph traversal algorithms to provide
informationaboutthe structure Forexamplea
breadth-first search can easily provide
information upon the existenceof a certain
pathor type of path.However,the approachs

non-versatileasa dedicatecprogramhasto be
formulatedfor everytype of pathto be found.
To remain more generaland flexible, we can
employ path descriptionlanguagesand their
associatedalgorithms to recognize paths in

given graphs.It has becomepopular to use
temporallogic formulaeto describepaths,or

rather properties associatedwith paths. The
techniquedo recognizethemin given graphs
are known as model checking [5]. We show
how to employ computationtree logic (CTL)

modelcheckingto checkfor desiredstructural
fault tolerance properties below.

4.1 Model Checking

Any directedgraphcaneasilybeinterpretedas
a Kripke structurewhich forms the basisfor
CTL model checking.A Kripke structureis a
triple M=(S,R,Label) whereS is a non-empty
setof states, R is a total relationon S which
relatesthe Elementsof S to possiblesuccessor
states, and Label is a function that relates
atomic propositionsto the membersof S. For
control flow graphsthis means,that every
statementn a programrepresents state(that
is, S containsa vertexfor everyoccurrenceof
a statement)andR relateseverymemberof S
to the verticesof the statementghat may be
nextin control flow. The atomic propositions
we will be checkingare identifiers associated
with certainstatementsThus, Label relatesto
everystatementin a programanidentifier (e.qg.
“PRINT”, “IF”, or e.g. “quicksort()” for a
function call). A Kripke structurebasedon ft-
behaviouraltypes, therefore, contains solely
atomic propositions that correspond to
statements providing fault tolerance.

As described, we can assume characteristic
path structures for every fault tolerant
architecture. These path structures can be
described in CTL. E.g., the most important
feature of an MVP design is that there is no
path in the program that uses an item of fault

tolerance without previous votingnowing
that our Kripke structure contains only states
that are labeled with exactly one positive
atomic proposition, we can express this with
the simple formula

~E[ -VOTERU PRINT ]

We will use this CTL property to demonstrate
the approach in the following section.

5. A Case Study

We use the analyzer tool mcana [7] to generate
ft-behavioural types from Motorola HC05
microcontroller assembler programs and the
CTL model checker SMV [16] to verify path
assertions on them. First, mcana generates
control flow graphs and abstracts
ft-behavioural types. We use atomic
propositions tailored to the desired property,
focussed on voting and displaying (leaving out
calculations in the ft-behavioural type to keep
the example presentation handy). The ft-
behavioural type is converted to an SMV
MODULE description and checked against the
formula given in section 4. Verifying the
formula with no resulting counterexample path
indicates that the desired property holds, i.e.
that the corresponding error is absent, while a
returned counterexample stands for an error in
the fault tolerance control flow.

Consider the small assembler program
fragment below. It contains code to take
measurements from an external source,
multiply them by two with MVP protection,

and finally display the result (or an error, if the
multiplication was faulty and could not be
corrected by the fault tolerance measures). We
omit the complete code here for space reasons
and focus on the parts relevant for fault
tolerance.

ORG RAM
; Declaration of Variables
vot eVal ueA RVMB 1 ;address of sort result
vot eVal ueB RVMB 1 ;address of sort result
vot eVal ueC RVMB 1 ;address of sort result
Tenp RVB 1 ;tenporary variable
nmeasur enment Resul t

RVB 1 ;result of neasurenent



ORG ROM

; Program (and constants)
start:

j sr get Measurement

sta neasurenent Result ; store
measured val ue in RAM

jsr multiplyByTwol

sta vot eVal ueA

| da measur enent Resul t

jsr multiplyByTwo2

sta vot eVal ueB

| da measur enent Resul t

jsr multiplyByTwo3

sta vot eVal ueC

; set cursor to pos 7 row 2
| da #$80+$47
jsr sendcom

jsr voter
finish:
jsr display
; check whether voting failed
beq failure
jmp start
failure

jsr failureDisplay
stuck: jnmp stuck

mul tipl yByTwol

; use cpu nultiplier for arithnetid
I dx #2
mul rts

mul tipl yByTwo2

; use cpu shifter for arithmetic
asl a
rts

mul tipl yByTwo3
; use cpu adder for arithnetic
stx Tenp
add Tenp
rts
voter:
| da vot eVal ueA
cnp vot eVal ueB
beqg finishVoting
crmp vot eVal ueC
beq fini shVoting
| da vot eVal ueB
cnmp vot eVal ueC
beqg fi ni shVoting
Ida #0 ; indicate error
fini shVoting
rts

Control Flow Graph of Assembler Fragment

The mcana analyzer has been configured to

This rather small example already correspondealculate the structures (ft-behavioural types)

to a control flow graph of considerable size

betweergetMeasurement, vote, display, and

and complexity (although some subroutines’ failureDisplay calls, as these are the operations

codes are already hidden):

(vertices) relevant to fault-tolerant structures.
The ft-behavioural type abstracted by mcana
from the control flow graph is shown below:



start:
j sr get Measurement
sta measur enent Resul t
jsr tinmesTwol
sta voteVal ueA
| da neasur ement Resul t
jsr tinmesTwo2
sta voteVal ueB
| da neasur ement Resul t
jsr tinesTwo3
sta voteVal ueC
; set cursor to pos 7 row 2
| da #$80+$47
j sr sendcom
twi sted voting and
; displaying !
jsr display
jsr voter
check whether voting failed
beq failure

getMeasurement

jmp start
failure:

jsr failureDisplay
st uck: j mp stuck

failureDisplay

Here, the adjacent calls dosplay andvoter

This ft-behavioralytpe, together with the have been twisted — not an unlikely design
property to be proven, corresponds to the  flaw especially in the age of “cut-and-paste”
following SMV input (note that the programming. The change in the program is
terminating statéailureDisplay has to be minimal, hardlyrecognizableThough, the
affixed with a self-loop to maintain totality of resulting ftbehaviouratype is changed,

the Kripke structure’s successor relation): putting emphasis on the altered structure:
MODULE mai n

VAR

cfg: { getMeasurenent, vote, display,
failureD splay };

getMeasurement

ASSI GN
init( cfg ) := getMeasurenent;
next( cfg ) := case
cfg = get Measur enent
vot e;
cfg = vote : display;
cfg = display :

get Measurenent, failureDisplay };
cfg = failureD splay :
failurebDi spl ay;
esac;

SPEC
1E[ cfg != vote Ucfg = display ]

failureDisplay

Already by looking at the ft-behavioural type,

it can easily be recognized that this ft The ft-behavioural type shows that our fault-
behaviouratype fulfills the desired property  tolerance assertion is violated by the path
of not printing (using thelisplay-routine) getMeasurement ? display. SMV'’s shows the
before voting. Thus, SMV reports errorby the output

-- specification 'E[ cfg != vote Ucfg = -- specification !'E(cfg != vote Ucfg =
display ] is true display) is fal se

-- as denonstrated by the follow ng
executi on sequence
state 1.1:
Certain design faults are reflected directly by ©f9 = getMeasurenent
the ftbehaviouratype. Consider the following State 1.2

= displa
malign alteration of the main routine: pray



-- as denponstrated by the foll ow ng
. . . execution sequence
Another erroneous variant of the main routinestate 1. 4.
contains a jump that was forgotten to be 9=9 u
removed after testing: state 1.2
cfg = display

start:

jsr get Measurement _ We have found our two faults here at virtually
bne finish o colTroneous jumb o processing costs using an automatized

jsr timesTwol procedure. It is also interesting to observe that,
stavotevalueA — due to the abstraction conveyed with using ft-
jsf; E/B{Tg?/;més behavioural types, we result in exactly the

I da measur enent Resul t same counterexample for entirely different

Lsr timestos program faults.

; set cursot to pos 7 row 2
| da #$80+$47
jsr sendcom

jsr voter
finish: 6 Outlook

o herk et h ing failed

, chec et her otin alle .

beq failure voting tal Ft-behaviouraltypes can be the source of
failure M ostart further analysis.As alreadymentionedabove,

jsr failureDisplay they representhe abstractedstructureof fault
st uck: j mp stuck

toleranceand thus can be usedto categorize
the fault-tolerance type of a system by

) ) structure.This can be done in severalways.
Looking at the Hbehaviouratype, we see the  one possibility, as elaboratedabove, is the

bypass path _ , categorizationbasedon fulfilment of certain
getMeasurement 2 display introduced by the  assertionsHowever,simple assertionsor path
erroneous branch operation: descriptions may be an insufficient or

cumbersome means of architecture
specification.

A more sophisticatedapproachis the direct
classification of an ft-behavioural type
accordingto a setof referencestructuresand
their nesting. This means employing
expensive graph matching techniques but gives
the benefit of gaining detailed and ordered
information about a system’sfault tolerance
structure. E.g., the nested architecture of
section4.2 could renderthe regular structure
description

getMeasurement

mvp( quicksort, shellsort, insertionsort,
rb( quicksort, shellsort, insertionsort, print ) )

Another application using the extracted ft-
behavioural types is the derivation of
numericalparameterérom the programsunder
analysis. E.g., if there are known failure
probabilitiesfor the elementsf controlflow, a
total probability for the failure of a systemcan
be calculatedfrom the derived substructures.
-- specification !E(cfg != vote Ucfg = This methodof analysisis similar to fault tree
display) is false analysis(overviewede.g. in [13]) and can be

SMV thus again delivers the counter example
to denote the flaw:



used to calculate manifold parameters.

Determinedby the selectedvertextype subset [6] M. Dal Cin: Zur explizit fehlertoleranten

usedfor abstraction,calculation can be very
fine-grained, e.g. only for selectedpaths to
determine critical paths and the like.

7 Conclusion

Analysis of softwarefollowing the presented

concepts promises not only a posteriori
evaluation of existing software, but also a
means of avoidance of design- and
implementatiorerrors.As the analysiscan be
done mostly automatically, the effort of
checkingis small for the implementeror re-
engineer and can provide assurancethat
certain principles of fault toleranceare not
undermined by implementation or design
faults. This providespathsto introduceon-the-
fly automattedverification componentsinto
designflows aswell asto the judegementind
classification of legacy software.
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