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Abstract

Whensettingup serversit would oftenbeniceto know, how thesesystemswill reactto
hardware-failuressuchasa defectharddisk,randomaccessmemory, network interfaceor
simplepower failure.Will databelost or corruptedor will thesystemsimply not beaccessible
for clientsfor sometime?Thesilentcorruptionof datawithoutany errormessages,for
example,is a worstcasescenariofor databasesystems.

It would beniceto beableto test,if a systemdesignedto continuedeliveringservicesevenin
thepresenceof faultswill indeeddo so.

We have implementedUMLinux, a UserModeLinux which canbeusedfor realisticfault
injectionexperimentsto helpanswertheabovequestions.In orderto beascloseto reality as
possible,our UMLinux implementskernelmemoryprotectionandrunsthecompletevirtual
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machine(includingoperatingsystemandall processes)asa singleprocesson the(real)host.Of
course,UMLinux is binarycompatiblewith thehost,soall binarieswhich run on thehostalso
runon UMLinux (without recompilation).

Thesystemwewantto examineis setup usingvirtual UMLinux machines.For most
Linux-distributionswecanusetheout-of-the-boxinstallationroutineto install thevirtual
machinedirectly from cdrom.Thevirtual hardware,suchasrandomaccessmemorysize,hard-,
floppy- andcdrom-drivesaswell asnetwork-interfacescanbeconfiguredfreelywithin the
limits posedby theresourcesavailableon thehost.

Whenthevirtual serversystemis up andrunning,thefault injectorcanbeconfiguredto inject
faultsinto thevirtual hardware.We cancurrentlyinjectbitflips into CPU-registersandmain
memory, defectbyteson any kind of block deviceandnetwork sendandreceive failures.

Thewholesetupis currentlycontrolledvia a graphicaluserfrontend.We areworking to
implementa script-drivenautomaticexperimentcontroller.

1. Intr oduction

This paperpresentsUMLinux, a tool for testingthefault tolerancebehavior of networkedmachines
runningtheLinux operatingsystem.UMLinux is in somewayssimilarbut by no meansidenticalto Jeff
Dike’sUserModeLinux UML [Dike01].

Thetool simulatesa systemof Linux machines.Thesimulatedhardwarecanbemadeto fail andthe
reactionof Linux and/orapplicationsrunningon top of Linux canbeobserved.Thesimulation
environmentis madeavailableby portingtheLinux operatingsystemto anew "hardware"— theLinux
operatingsystem!Thebasicprinciplesaresimilar to thoseknown from Jeff Dike’sUserModeLinux
UML [Dike01]. Dueto thebinarycompatibilityof thesimulatedandthehostsystem,any programthat
runson thehostsystemwill alsorunon thesimulatedmachine.

A tracerprocesspairedwith eachsimulatedmachineinjectsfaultsvia theptrace interface.This
interfaceallowscompletecontrolover thesimulatorprocess,includingaccessto registersandmemory
aswell asto argumentsandreturnvaluesof input/outputoperations.Thus,thevirtual hardwarecanbe
madeto fail in a numberof possibleways,includinghardwarefaultsin computingcoreandperipheral
devicesof asingle(virtual) machineaswell asfaultsexternalto machines,suchasfaultsin (virtual)
externalnetworkinghardware.

Becauseof its fault injectioncapabilitiesandthefactthatit is software-based(no faultsareinjectedinto
any realhardware),UMLinux cancountamongthesoftwareimplementedfault injection(SWIFI) tools,
suchasMEFISTO [JARO94], VERIFY [SiTB97], CrashMe[Carr96], Fuzz[MKLM95], FERRARI
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[KaKA92], MAFALDA [RSFA93], a fault-injectorbasedon theptrace interface[Sieh93], FIAT
[BCSS90], Xception[CaMS95], andBallista[KrKS98], all of whicharepresentedin a little moredetail
in [BuSi01]. UMLinux hasanumberof advantagesover traditionalSWIFI toolswhich areexplainedin
[BuSi01].

Thetool will beusedin theEuropeanDBenchProject[dben01] for dependabilitybenchmarkingof
Linux systems.

For informationabouttheimplementationof UMLinux pleasereferto [BuSi01].

1.1. Current and Planned Capabilities

Currentcapabilitiesof a singlevirtual machineincluderunninga numberof differentout-of-the-box
Linux distributionsin a non-graphicalmode.X supportis currentlyverybasicsincewe do not yethave
mousesupport.Theframebuffer X server is ableto run locally. Thevirtual machinesall have full
networkingcapabilities.Faultscanbeinjectedinto thevirtual hardwareandinformationfrom thefault
injectorcanbeloggedto afile. A prototypeexperimentcontrollerexistswhich cansimulatekeyboard
input andevaluatetheconsoleoutputof a virtual machine.

We planto implementfull mouseandX supportin thenearfuture.This will includeavirtual graphics
cardwith configurableon-boardgraphicsmemory. Anotherongoingprojectis theseparationof virtual
hardwareandkernelpartswith thegoalto useasmuchof theoriginal kernelaspossible.Ourfirst
approachwassimply to addnew driversfor ourvirtual hardwareto theoriginal kernel.Sincewe wantto
usetheoriginaldrivers,wewill needto implementsomethingthatactslike thehardwaretheoriginal
driverwaswritten for. We havealreadydonethis with thekeyboardcontrollerandarecurrentlyworking
on accomplishingthesamethingwith theIDE subsystem.It is possiblethatsomeof thevirtual hardware
(suchasonboardchipsets/controllers)will in factrun asseparateprocesses.This is a goodmodelfor
controllers,sincetheLinux driversimply sendscommandsto thecontrollerandexpects/evaluatesthe
answers.To beableto useUMLinux for testingandfault injectionexperimentswe needanexperiment
controllerwhichallows full automizationof a testrun.Theexperimentcontrollershouldbeableto send
any kind of "commandsfrom theenvironment",suchascharacterstypedat thekeyboard,mouse
movements,cdrom-eject-buttonpushetc.to thevirtual machinewhichshouldthenreactaccordingly.
Thevirtual machineshouldbeableto sendall kindsof loggingoutputto theexperimentcontrollerfor
evalutation.Thiskind of loggingoutputcouldincludeconsoleoutput(this is alreadyimplemented)or
informationaboutmenusor highlightedpartsin X aswell asinformationfrom thetracer/fault injector.

2. Diff erences between UMLin ux and Jeff Dike’s UML

At first sight,theUML describedin [Dike01] hasanumberof similaritieswith theusermodeport of
Linux we presentin this paper. Whentakinga closerlook, majordifferencesbecomeclear.
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2.1. User Mode Processes

Onemajordifferenceis, thatin [Dike01] a designdecisionwasmade,to mapeveryUML processontoa
separateprocessin thehostsystem.Fromthelatterfollows,thatpartsof theinformationany operating
systemmustkeepfor eachprocesswill notbekeptby theUML kernel,but by thekernelof thehost
system.Of course,informationkeptby thehostkernelwill not beaffectedby faultsinjectedinto the
virtual mainmemoryof theUML kernel,with theresult,thatinjectedmemoryfaultscannotaffectall
processes(aswouldbethecasein a realworld system).In ourUMLinux implementationthesimulated
machine(includingits operatingsystemandall theprocessesrunningon it) is thereforeimplementedas
a singlerealprocess.

2.2. Kernel Memor y Protection

Anotherbig differenceis, thatUML [Dike01] doesnot yet implementkernelmemoryprotection.This
will causedifferencesin behavior to a realLinux kernel,whenuserprocesseswrite into thekernel
memoryspacemaliciouslyor dueto aninjectedfault. In a realLinux kernel,illegalaccessof kernel
memoryspaceby auserprocesswill usuallycrashtheuserprocess,whereasthekernelmemoryremains
intact.In UML — becauseof themissingkernelmemoryprotection— thekernelmemorywill alsobe
corrupted.Therefore,to makeUMLinux behave likea realLinux, wehadto implementkernelmemory
protection.

2.3. Console and X

A virtual machinerunningunderUMLinux usesa low level console-driversimilar to theotherconsole
driversfoundin linux/drivers/video/. All driveroutputis sentto thefrontend,whichactslike a
consoleanddisplaysa specialconsolewindow for eachvirtual machine.UML on theotherhand
[Dike01] usesxterm asdefault consolefor thevirtual machine(a numberof otherdifferentterminals
canbeconfigured).Thetermiosfunctionsareusedfor transmittingdatato theterminal.

UMLinux will beusinganadaptedframebuffer device to run theXF86_FBDev X server locally on the
virtual machine.Theimplementationis alreadyrunningfor onekernelandwearecurrentlyworking on
integratingit into theotherkernels.Mousesupportis still missingbut is plannedfor a futurerelease.
UML runsXNest, thenestedX serveravailablefrom TheXFree86Project,Inc.
(http://www.xfree86.org/), locally asaserveron thevirtual machine.XNest behaveslikeaclient to theX
serveron therealmachine,sofor thissetupto work, therealandvirtual machinesmustbeconnectedvia
a (virtual) network. Of coursethesamesetupcanalsobeusedwith UMLinux.

3. Fault Injection

This sectionexplains,how thefault injectionof hardwarefaultsis implementedin UMLinux. We donot
haveacloserlook at systemconfigurationfaults,asthesearetrivially injectedby copying thefaulty

4



UMLinux - A Tool for Testinga LinuxSystem’sFault Tolerance

configurationfilesontothesystem.

To inject faultsinto thevirtual hardware,thosepartsof thesimulatorimplementingthehardwaremustbe
accessed.This canbeachievedvia theptrace interface.All systemcallscanof coursebemodifiedto
implementfault injection,but thosesystemcallsimplementingtheUMLinux hardwarearemost
importantfor injecting(UMLinux) hardwarefaults.

To minimizetheoverhead,thetracerinterceptinganddivertingthesystemcalls,alsohandlesthefault
injection.

Thetracerreadsthefaultsto beinjectedfrom afile whenthesimulatorstarts.A configuredfault
becomesactiveat thetimegivenin thefile. Onceoneor morefaultsareactive,theappropriateactions
mustbetakento inject thefault.

3.1. Computing Core Faults.

Memoryfaultsincludetransientbit-flip andpermanentstuck-atfaults.It is no problemto inject transient
faultsinto thevirtual machine.This is doneby simplywriting to thememorymappedfile which is the
virtual machine’sRAM. Transientfaultscanonly affectprocesses(includingtheUM kernel)on the
virtual machinewhenthey readfrom memory, but will beoverwrittenby write accessesto thefaulty
part.Permanentfaults,which donot disappearaftera write accessto thefaulty part,canbeimplemented
by remappingtheaffectedpagesor (onup-to-dateIntel hardware)usingtheuserdebuggingregisters
providedby Intel processors.

CPUfaultsincludetransientbit flips or permanentstuck-atfaultsin registers.An effectmaybe
instructionsskippedor wrongbranchestaken.Again, injectingtransientfaultsis no problem,sincea full
copy of theregistercontentsis passedto thetracervia theptrace interfaceandmodifiedregister
contentscanbepassedbackto thesimulator. To implementpermanentfaults,theregistercontentshave
to becheckedandpossiblymodifiedaftereverysingleinstructionexecutedby thesimulator, whichwill
leadto ahigheroverhead.This canbeaccomplishedby singlesteppingthesimulator.

Faultsinjectedinto thecomputingcorewill affectboththeUM kernelandall UM userprocesseson the
givenvirtual machine,just aswould bethecaseona realmachine.

3.2. Peripheral Faults.

Peripheralhardwareaccess,suchasharddisk,floppy or cdromdriveaccessis implementedusingthe
open, close, read, write andlseek systemcalls.Thustheargumentsof thesesystemcallsare
checkedto seeif thefaulty device is beingaccessed.If it is, thereturnvaluefrom aread or thedata
passedto awrite is modifiedaccordingto thefault definition,for exampleto implementseveraldefect
blockson aharddisk.An inaccessibleharddiskis implementedby modifying thereturnvalueof all
abovesystemcallsto returnanerror.
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To inject faultsinto thenetwork interface,theargumentsandreturnvaluesof theappropriatesystem
callsaremodified.By modifying thereturnvalueof arecvfrom, for example,IP packetswith faulty
protocolinformationor wrongchecksumscanbegenerated.

Injectingpermanentfaultsinto peripheraldevicesdoesnot incur suchahigh overheadasinjecting
permanentfaultsinto thecomputingcore,sincethesimulatoris stoppedat everysystemcall anyway, so
thatthetracercanredirectthesystemcall to theUM kernelif necessary. Additionally, only thosesystem
callsimplementingUMLinux driversneedto beexaminedmorecloselywhenperipheralfaultsare
active.Thosesystemcallsredirectedinto theUMLinux kernelneednot bemanipulatedto inject
peripheralfaults.

3.3. External Faults.

Dependingon thesetup,a power failuremayaffectasingleor severalmachines.For all virtual machines
affectedby thevirtual power failure,thetracersimply kills thecorrespondingprocessesby sendingthem
aSIGKILL.

Defectsin virtual externalnetworkinghardwarecanbeimplementedby configuringtheUM networking
processto behave like faultynetworkinghardware.This is a separateprocesswhich transparentlypasses
packetsbetweenvirtual andrealmachinesandthusintegratesthevirtual network into therealnetwork.
By configuringtheUM networkingprocessto not forwardpacketsto/from acertainmachine,abroken
cableleadingto thatmachinecanbesimulated.Examplesfor otherpossibledefectsincludeaworking
uplink but a brokendownlink or missingor damagednetwork packets.

3.4. Interrupt/Exception Faults.

Thetracercaninterceptsignalsbeforethey aredeliveredto thevirtual machineasinterruptsor
exceptions.It is thuspossibleto inject "missinginterrupt"faults,whereanexceptionor aninterruptis
not generatedeventhoughthis shouldhavebeenthecase.

4. Experiments

This sectionsdescribesasimpleexampleexperimentconductedusingUMLinux. Thegeneralsetupof
theexamplesystemis thefollowing:

Systemundertest:

DNS: domainname-serverrunningbind.

DB_WWW: webanddatabase-serverrunningApacheandMySQL. This virtual machinewasequipped
with two harddisks,onecontainingtheoperatingsystemandbinaries(HD1), theothercontaining
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thedatabaseandHTML-pagesfor thewebserver (HD2). Thecontentsof thedatabasewere
generatedautomaticallyandconsistof timestampedrecordseachwith aprimarykey. Two different
databaseswereused.Onecontainedabout2.7million entries(DB1), theotherstartedout emptyand
wasfilled andemptiedagainduringthetestrun(DB2).

Network:

Thevirtual machineswereconnectedby a virtual localnetwork.

Processor, memory, harddiskandnetwork faultswereinjectedinto DB_WWW.

Theworkloadwasgeneratedby Perl-scriptsrunningon anadditionalvirtual machine(CLIENT). Two
differentworkloadswereused.

WL1

230SELECT statementsmadevia thewebinterfaceaccessingrecordsevenlydistributedthroughout
thedatabase.

WL2

A seriesof 100INSERT, followedby 150SELECT and100DELETE statements(all randomly
generatedandsubmittedvia thewebinterface)wasrepeatedtwice on differentrecordsets.

Therecordsetsto bereadandwrittenby theclientwerepreparedin advanceandknown to theclient,
suchthattheclientwasableto recognizea faulty recordreturnedby theserver.

Four differentexperimentswereconducted,onefor eachtypeof fault,asdescribedin thefollowing list.
Theresultsaresummarizedin thenext paragraphs.Theresultswereextractedfrom client logfiles.

MemoryFaults:

Thefaultloadwasa singletransientbitflip of a randomlychosenbit in a randomlychosenbyteof
memorybetween0 and32MB. An equalpercentageof runswasmadewith activationtimesof 150,
200and250seconds.TheworkloadanddatabaseusedwereWL2 andDB2. 282singlerunswere
conducted.

ProcessorFaults:

Thefaultloadwasa singletransientbitflip of a randomlychosenbit in a randomlychosenregister.
An equalpercentageof runswasmadewith activationtimesof 150,200or 250seconds.The
workloadanddatabaseusedwereWL2 andDB2. 447singlerunswereconducted.

HarddiskFaults:

Thefaultloadconsistedof permanentfailuresof 2000consecutiveblockson theharddisk(HD2)
containingthedata.Theactivationtimewas200,thestartblockwasrandomlychosenon the
harddisk.TheworkloadanddatabaseusedwereWL1 andDB1. 726singlerunswereconducted.
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Network Faults:

Thefaultloadconsistedof transientfailuresof thenetwork deviceof DB_WWW. Bothsendand
receive failureswith durationsfrom 5 to 40 seconds(with stepof 5) wereinjected,with activation
time being150seconds.TheworkloadanddatabaseusedwereWL2 andDB2. 109singlerunswere
conducted.

Theserver’sbehavior wasviewedfrom theclient’spointof view andtheerrorsobservedweretherefore
classifiedinto thefollowing categories

• faulty response(faulty recorddata)

• delayedresponse

• servererrorresponse(SER)

• servercrashor hang

TheitemSERcorrespondsto theHTTP-serverreturningsomekind of errormessage,suchasa"pagenot
found" messageor errormessagesfrom thedatabaseserverwhich arepassedon to theclient via the
HTTP-server. Thelastitem is a servercrashor hangfrom theclientspoint of view, i.e. theclient is
unableto evokearesponsefrom theserveruntil theendof thetestrun.Not all of thesepossiblebehaviors
wereobservedfor eachtypeof fault injected.

Thememoryfaultsinjectedhadno immediatelyvisibleeffecton theserver. We believe this is dueto the
factthatonly a singlefaultwasinjectedpertestrun.We alsodid not try to targetsensitivepartsof the
memoryexplicitly, since(apartfrom thememorylocationof thekernel)it is not possibleto tell a priori
wherei.e. thedatabase-or webserverexecutablesarelocatedin memoryat acertaintimeduringthe
testrun.Thisbehavior hasalsobeenobservedon realmachineswith a defectRAM, weretheonly visible
errorsoccurringoncein a while weresomedefectfileson theharddisk(thereasonfor thisbeingthefact
thatLinux buffersdisk I/O, soamemoryfault in oneof theI/O bufferswill affectwhatis writtento disk).

Figure1 shows thepercentageof differenttypesof behavior observedin theexamplesetupfor the
processorandharddiskfaults.

Figure 1. Results of the Experiments (Faulty Runs Only)
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For 86.1%of thetestrunsinjectingprocessorfaults,theclient couldnot observea faultyserverbehavior.
For the23.9%of testrunswith observablefaulty behavior, thedistribution is shown in theleft partof
Figure1. It is possiblefor severaldifferenterrorsto occurduringa singletestrun.Theclient completely
lost connectionwith theserverandcouldnot regainit duringthis testrun(35.7%of thefaults).For the
client it is impossibleto tell, whetherthelost connectionis dueto anoperatingsystemcrashof theserver
or crashof thewebserverdaemononly. In 40.0%of theerrorsobserved,theserver returnedanerror
message,saying,thatit couldnot insertthedatainto thedatabase.In 22.1%of thecasesno error
messagebut a faulty recordwerereturned.In thelast2.1%thewebserver returnedthemessage,thatit
wasunableto connectto thedatabase.

Harddiskfaults,sinceconfinedto HD2, couldnotaffect theoperatingsystemsor database-andwebserver
binaries.Accordinglytheclientsnever lost connectionto thewebserver, insteadthewebserverreturned
errormessageswhenthedatatheclient requestedwasinaccessible.Of thetestrunsperformed,77.8%
terminatedwithout errors.Thepercentagesof theerrorsobservedin theother22.2%of thetestrunsare
shown in theright partof Figure1. In abouta quarterof thecasesthewebserver returnedanHTTP404
"pagenot found" error, therestof thetime faulty recordswerereturnedwithoutany errormessages.

Theexperimentshows,thattheworstcase,i.e. undetectableerrors,happensin, aswebelieve,a
non-negligible percentageof thetestruns.In theexperimentsetup,theclientsknew which responseto
expectfrom theserverandcouldthereforeidentify thefaulty recordsreturned.This is usuallynot the
casein a realworld system.

Network faultsonly led to delayedserver responsesbeingobservedby theclients.This is dueto thefact,
thattheHTTP-exchangebetweenclient andserver is layeredon thefault-tolerantTransmissionControl
Protocol(TCP).Thelatterhidestheretransmissionsoccurringdueto thenetwork failurefrom the
applicationlayerandtheclientonly recordsa higherresponsetime.Thedurationsof thenetwork faults
wereobviouslynot long enoughto leadto TCP-timeouts.Figure2 showshow theresponsetimesof the
delayedresponses(y-axis)relateto thefault duration(x-axis).Theresponsetimesaresometimesmuch
higherthantheactualfault duration.This is dueto thebackoff andretrymechanismof TCP, whichbacks
off for anincreasingamountof time afteranunsuccessfulretry beforetrying againto connect.
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Figure 2. Network Delay Times
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5. Demonstration

Thetool consistsof severalinteractingprocesses.An abstractview of thetool is shown in Figure3.

Figure 3. Tool Overview
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Thefigureshows theprocessesof thetool whentwo virtual machines(VM1 andVM2) arestarted.Each
virtual machineis pairedwith its tracer(T), which is alsothefault injector. Everybox is a singleprocess
on thehost.Theprocessesmakingupa VM-T pair (shadedbackground)mustrun on thesamehost,but
otherthanthatthereis no restriction.If severalphysicalhostsareavailable,it is convenientto balance
theloadby startingVM-T pairson differenthosts.Thecloseinteractionof thetracerandthevirtual
machineis symbolizedin thefigurewith a widearrow.

Thenarrow arrowsshow how thegraphicalfrontend(GF) interactswith thevirtual machines.Theoutput
of eachvirtual console(VC) is sentto thefrontend,whereit canbeviewedor saved.Thefrontendcan
simulateuserssitting in front of thevirtual machinestypingawayat thekeyboard,sincethevirtual
keyboard(VKB) is takinginput from thefrontend.Thefrontendmustbestartedto usetheUMLinux.
Thefrontendcanswitchbetweenthevirtual machines,soa singleinstanceis sufficient to controla
completevirtual systemundertestconsistingof severalvirtual machines.

Whenthefrontendis startedby theautomaticexperimentcontrollerprototype(XP), it opensaremote
controlconnectionfor eachvirtual machine(RC1,RC2).Thefrontendthenpassesall consoleoutput
receivedby thevirtual machinesto theexperimentcontroller, which mayreturnkeyboardinput as
appropriate.

Thedemonstrationwill show thefrontendcontrollingtwo UMLinux machineswhichareconnectedto
thesamevirtual network. We will show how UMLinux reactsto a failureof thevirtual cdromwhile
readingfrom this deviceby injectingcdrom-failuresduringacopy from cdromto harddisk.With a
simpleping setupof two virtual machineseachpinging theother, network faultssuchassend-or receive
failurescanbemadevisible.
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