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Abstract

Whensettingup senersit would oftenbeniceto know, how thesesystemawill reactto
hardware-failuressuchasa defectharddisk randomaccessnemory network interfaceor
simplepowerfailure.Will databelostor corruptedor will thesystemsimply notbeaccessible
for clientsfor sometime?Thesilentcorruptionof datawithoutary errormessagedgor
example,is aworstcasescenaridor databassystems.

It would beniceto beableto test,if asystemdesignedo continuedeliveringservicesevenin
the presencef faultswill indeeddo so.

We haveimplementedJMLinux, a UserMode Linux which canbe usedfor realisticfault
injectionexperimentdo helpanswettheabove questionsin orderto beascloseto reality as
possible pour UMLinux implementskernelmemoryprotectionandrunsthe completevirtual
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maching(including operatingsystemandall processesasa singleprocesonthe (real) host.Of
course UMLinux is binary compatiblewith the host,soall binarieswhich run onthehostalso
runon UMLinux (without recompilation).

The systemwe wantto examineis setup usingvirtual UMLinux machinesFor most
Linux-distributionswe canusethe out-of-the-boxinstallationroutineto install the virtual
machinedirectly from cdrom.Thevirtual hardware,suchasrandomaccessnemorysize,hard-,
floppy- andcdrom-drivesaswell asnetwork-interfacescanbe configuredfreely within the
limits posedby theresourceswvailableonthehost.

Whenthevirtual sener systemis up andrunning,the faultinjectorcanbe configuredo inject
faultsinto thevirtual hardware.We cancurrentlyinject bitflips into CPU-reistersandmain
memory defectbyteson ary kind of block device andnetwork sendandreceve failures.

Thewhole setupis currentlycontrolledvia a graphicaluserfrontend.We areworking to
implementa script-drivenautomaticexperimentcontrollet

1. Intr oduction

This papempresentdJMLinux, atool for testingthefault tolerancebehaior of networkedmachines
runningthe Linux operatingsystemUMLinux is in somewayssimilar but by no meansdenticalto Jef
Dike’s UserModeLinux UML [Dike01].

Thetool simulatesa systemof Linux machinesThe simulatedhardwarecanbe madeto fail andthe
reactionof Linux and/orapplicationgunningon top of Linux canbe obsened. The simulation
ervironmentis madeavailableby portingthe Linux operatingsystemto a new "hardware"— the Linux
operatingsystem!Thebasicprinciplesaresimilar to thoseknown from Jef Dike’s UserModeLinux
UML [Dike01]. Dueto the binary compatibilityof the simulatedandthe hostsystem ary programthat
runsonthe hostsystenmwill alsorunonthesimulatedmachine.

A tracerprocesgairedwith eachsimulatedmachineinjectsfaultsvia thept r ace interface.This
interfaceallows completecontrol over the simulatorprocessincludingaccesgo registersandmemory
aswell asto agumentsandreturnvaluesof input/outputoperationsThus,the virtual hardwarecanbe
madeto fail in anumberof possibleways,including hardwarefaultsin computingcoreandperipheral
devicesof asingle(virtual) machineaswell asfaultsexternalto machinessuchasfaultsin (virtual)
externalnetworking hardware.

Becausef its faultinjectioncapabilitiesandthefactthatit is software-basedno faultsareinjectedinto
ary realhardware),UMLinux cancountamongthe softwareimplementedaultinjection (SWIFI) tools,
suchasMEFISTO [JARO94], VERIFY [SiTB97], CrashM¢gCarr9§, Fuzz[MKLM95], FERRARI
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[KaKA92], MAFALDA [RSFA93], afault-injectorbasednthept r ace interface[Sieh93, FIAT
[BCSS9(), Xception[CaMS94, andBallista[KrKS98], all of which arepresentedh alittle moredetail
in [BuSiO]]. UMLinux hasanumberof advantage®vertraditionalSWIFI toolswhich areexplainedin
[BuSiO1].

Thetool will beusedin the EuropearDBenchProject[dben0] for dependabilitypenchmarkingf
Linux systems.

For informationabouttheimplementatiorof UMLinux pleasereferto [BuSiO]].

1.1. Current and Planned Capabilities

Currentcapabilitiesof a singlevirtual machineincluderunninga numberof differentout-of-the-box
Linux distributionsin a non-graphicamode.X supportis currentlyvery basicsincewe do notyethave
mousesupport.Theframeluffer X seneris ableto runlocally. Thevirtual machinesall have full
networking capabilities Faultscanbeinjectedinto the virtual hardwareandinformationfrom the fault
injectorcanbeloggedto afile. A prototypeexperimentcontrollerexistswhich cansimulatekeyboard
input andevaluatethe consoleoutputof a virtual machine.

We planto implementfull mouseandX supportin the nearfuture. Thiswill includeavirtual graphics
cardwith configurableon-boardgraphicsmemory Anotherongoingprojectis the separatiorof virtual
hardwareandkernelpartswith the goalto useasmuchof the original kernelaspossible Our first
approactwassimply to addnew driversfor our virtual hardwareto the original kernel.Sincewe wantto
usetheoriginal drivers,we will needto implementsomethinghatactslik e the hardwarethe original
driverwaswritten for. We have alreadydonethis with the keyboardcontrollerandarecurrentlyworking
on accomplishinghe samething with the IDE subsystemit is possiblethatsomeof thevirtual hardware
(suchasonboardchipsets/controllera)ill in factrun asseparat@rocessesrhisis agoodmodelfor
controllers sincetheLinux driver simply sendscommandsgo the controllerandexpects/galuateshe
answersTo beableto useUMLinux for testingandfaultinjectionexperimentsve needanexperiment
controllerwhich allows full automizatiorof atestrun.The experimentcontrollershouldbeableto send
ary kind of "commanddgrom the ervironment",suchascharactersypedat the keyboard,mouse
movementscdrom-eject-httonpushetc.to thevirtual machinewhich shouldthenreactaccordingly
Thevirtual machineshouldbe ableto sendall kinds of logging outputto the experimentcontrollerfor
evalutation.This kind of logging outputcouldincludeconsoleoutput(thisis alreadyimplemented)pr
informationaboutmenusor highlightedpartsin X aswell asinformationfrom thetracer/fultinjector.

2. Differences between UMLIinux and Jeff Dike’s UML

At first sight,the UML describedn [Dike01] hasa numberof similaritieswith the usermodeport of
Linux we presenin this paper Whentakinga closerlook, majordifferencedbecomeclear



UMLinux - A Tool for Testinga Linux Systens Fault Tolerance

2.1. User Mode Processes

Onemajordifferenceis, thatin [Dike01] a designdecisionwasmade to mapeveryUML procesontoa
sepaate processn the hostsystemFromthelatterfollows, thatpartsof theinformationany operating
systemmustkeepfor eachprocesswill notbekeptby the UML kernel,but by thekernelof the host
system Of coursejnformationkeptby the hostkernelwill notbe affectedby faultsinjectedinto the
virtual mainmemoryof the UML kernel,with theresult,thatinjectedmemoryfaultscannotaffectall
processegaswould bethe casein arealworld system)In our UMLinux implementatiorthe simulated
maching(includingits operatingsystemandall the processesunningonit) is thereforeimplementedas
asinglerealprocess.

2.2. Kernel Memory Protection

Anotherbig differences, thatUML [Dike0]] doesnotyetimplementkernelmemoryprotection.This
will causeifferencesn behaior to arealLinux kernel,whenuserprocessesrite into thekernel
memoryspacemaliciouslyor dueto aninjectedfault. In arealLinux kernel,illegalacces®f kernel
memoryspaceby a userproceswill usuallycrashthe userprocesswhereaghekernelmemoryremains
intact.In UML — becaus®f themissingkernelmemoryprotection— thekernelmemorywill alsobe
corrupted.Thereforeto make UMLinux behaelike arealLinux, we hadto implementkernelmemory
protection.

2.3. Console and X

A virtual machinerunningunderUMLinux usesalow level console-dner similar to the otherconsole
driversfoundin | i nux/ dri ver s/ vi deo/ . All driveroutputis sentto thefrontend,which actslike a
consoleanddisplaysa specialconsolewindow for eachvirtual machine UML onthe otherhand
[Dike0] usesxterm asdefault consolefor thevirtual machine(a numberof otherdifferentterminals
canbeconfigured).Thetermiosfunctionsareusedfor transmittingdatato theterminal.

UMLinux will beusinganadaptedramehuffer device to runthe XF86_FBDev X senerlocally onthe
virtual machine Theimplementatioris alreadyrunningfor onekernelandwe arecurrentlyworking on
integratingit into the otherkernels.Mousesupportis still missingbut is plannedfor a futurerelease.
UML runsXNest, the nestedX sener availablefrom The XFree86Project,Inc.
(http://lwww.xfree86.00/),locally asa sener onthevirtual machine XNest behaeslik e a clientto the X
senerontherealmachinesofor this setupto work, therealandvirtual machinesnustbe connectedria
a (virtual) network. Of coursethe samesetupcanalsobe usedwith UMLinux.

3. Fault Injection

This sectionexplains,how thefaultinjectionof hardwarefaultsis implementedn UMLinux. We do not
have a closerlook at systemconfiguratiorfaults,asthesearetrivially injectedby copying thefaulty
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configurationfiles ontothe system.

To injectfaultsinto thevirtual hardware,thosepartsof the simulatorimplementingthe hardwaremustbe
accessedrlhis canbeachievedvia thept r ace interface.All systemcallscanof coursebe modifiedto
implementfaultinjection, but thosesystemcallsimplementinghe UMLinux hardwarearemost
importantfor injecting (UMLinux) hardwarefaults.

To minimizethe overheadthetracerinterceptinganddivertingthe systemcalls, alsohandlegshefault
injection.

Thetracerreadghefaultsto beinjectedfrom afile whenthe simulatorstarts. A configuredfault
becomesctive atthetime givenin thefile. Onceoneor morefaultsareactive, the appropriateactions
mustbetakento injectthefault.

3.1. Computing Core Faults.

Memoryfaultsincludetransientit-flip andpermanenstuck-atfaults.It is no problemto injecttransient
faultsinto thevirtual machine This is doneby simply writing to the memorymappedile whichis the
virtual machines RAM. Transienfaultscanonly affect processeéincludingthe UM kernel)onthe
virtual machinewhenthey readfrom memory but will be overwrittenby write accessew thefaulty
part. Permanentaults,which do not disappeagftera write accesgo thefaulty part,canbeimplemented
by remappinghe affectedpagesor (on up-to-datdntel hardware)usingthe userdehuggingregisters
providedby Intel processors.

CPUfaultsincludetransientbit flips or permanenstuck-atfaultsin registers An effectmaybe
instructionsskippedor wrong branchegaken. Again, injectingtransienfaultsis no problem,sincea full
copy of theregistercontentss passedo thetracervia thept r ace interfaceandmodifiedregister
contentanbe passedackto the simulator To implementpermanentaults,theregistercontentshave
to bechecledandpossiblymodifiedafterevery singleinstructionexecutedoy the simulatoy which will
leadto a higheroverheadThis canbeaccomplishedby singlesteppingthe simulator

Faultsinjectedinto the computingcorewill affectboththe UM kernelandall UM userprocessesnthe
givenvirtual machinejustaswould bethe caseon arealmachine.

3.2. Peripheral Faults.

Peripherahardwareaccesssuchasharddisk floppy or cdromdrive accesss implementedisingthe
open, cl ose, read, wi t e andl seek systemcalls. Thustheargumentof thesesystemcallsare
checledto seeif thefaulty deviceis beingaccessedf it is, thereturnvaluefrom ar ead or thedata
passedo aw i t e is modifiedaccordingto thefault definition,for exampleto implementsereraldefect
blockson aharddisk. An inaccessibldarddiskis implementedy modifying the returnvalueof all
above systemcallsto returnanerror.
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To injectfaultsinto the network interface the agumentsandreturnvaluesof the appropriatesystem
callsaremodified.By modifying thereturnvalueof ar ecvf r om for example,IP pacletswith faulty
protocolinformationor wrongchecksumg&anbegenerated.

Injectingpermanentaultsinto peripheradevicesdoesnotincur sucha high overheadasinjecting
permanentaultsinto thecomputingcore,sincethe simulatoris stoppedat every systemcall anyway, so
thatthetracercanredirectthe systemcall to the UM kernelif necessaryAdditionally, only thosesystem
callsimplementingUMLinux driversneedto be examinedmorecloselywhenperipherafaultsare
active. Thosesystemcallsredirectednto the UMLinux kernelneednot be manipulatedo inject
peripheraffaults.

3.3. External Faults.

Dependingon the setup,a power failuremay affect a singleor severalmachineskFor all virtual machines
affectedby thevirtual powerfailure, the tracersimply kills the correspondingrocesseby sendingthem
asSl &I LL.

Defectsin virtual externalnetworking hardwarecanbeimplementedy configuringthe UM networking
procesgo behaelik e faulty networking hardware. This is a separatg@rocessvhich transparentlypasses
pacletsbetweernvirtual andrealmachinesandthusintegratesthe virtual network into the realnetwork.
By configuringthe UM networking procesgo not forward pacletsto/from a certainmachine a broken
cableleadingto thatmachinecanbe simulated Exampledor otherpossibledefectsncludeaworking
uplink but a brokendownlink or missingor damageadhetwork paclets.

3.4. Interrupt/Exception  Faults.

Thetracercaninterceptsignalsbeforethey aredeliveredto thevirtual machineasinterruptsor
exceptionslt is thuspossibleto inject "missinginterrupt"faults,whereanexceptionor aninterruptis
not generate@venthoughthis shouldhave beenthe case.

4. Experiments

This sectiondescribesa simpleexampleexperimentconductedisingUMLinux. The generaketupof
the examplesystemis thefollowing:

Systemundertest:

DNS: domainname-sergr runningbind.

DB_WWN webanddatabase-seerrunningApacheandMySQL. This virtual machinewasequipped
with two harddiskspnecontainingthe operatingsystemandbinaries(HD1), the othercontaining
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thedatabasendHTML-pagesfor thewebserer (HD2). The contentsof the databasevere
generatecutomaticallyandconsistof timestampedecordseachwith a primarykey. Two different
databasewereused.Onecontainedabout2.7 million entries(DB1), the otherstartedout emptyand
wasfilled andemptiedagainduringthetestrun(DB2).

Network:

Thevirtual machinesvereconnectedy avirtual local network.
Processgmemory harddiskandnetwork faultswereinjectedinto DB_ W\

Theworkloadwasgeneratedby Perl-scriptsunningon anadditionalvirtual maching(CLI ENT). Two
differentworkloadswereused.

230SELECT statementsnadevia thewebinterbceaccessingecordsevenly distributedthroughout
thedatabase.

A seriesof 1001 NSERT, followedby 150 SELECT and100DELETE statementgall randomly
generatecndsubmittedvia the webinterbice)wasrepeatedwice on differentrecordsets.

Therecordsetsto bereadandwritten by the clientwerepreparedn advanceandknown to theclient,
suchthatthe clientwasableto recognizeafaulty recordreturnedby the sener.

Four differentexperimentavereconductedpnefor eachtype of fault, asdescribedn thefollowing list.
Theresultsaresummarizedn the next paragraphsTheresultswereextractedfrom client logfiles.

MemoryFaults:

Thefaultloadwasa singletransientitflip of arandomlychoserbit in arandomlychoserbyte of
memorybetweer0 and32MB. An equalpercentagef runswasmadewith activationtimesof 150,
200and250secondsTheworkloadanddatabaseisedwereW.2 andDB2. 282 singlerunswere
conducted.

ProcessoFaults:

Thefaultloadwasa singletransientitflip of arandomlychoserbit in arandomlychoserregister
An equalpercentagef runswasmadewith activationtimesof 150,2000r 250secondsThe
workloadanddatabaseisedwereW.2 andDB2. 447 singlerunswereconducted.

HarddiskFaults:

Thefaultloadconsistef permanentailuresof 2000consecutie blockson the harddisk(HD2)
containingthedata.Theactivationtime was200, the startblock wasrandomlychoseron the
harddisk.TheworkloadanddatabasesedwereW.1 andDB1. 726 singlerunswereconducted.
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Network Faults:

Thefaultloadconsistedf transienfailuresof the network device of DB_ W\ Both sendand
receve failureswith durationsfrom 5 to 40 secondgwith stepof 5) wereinjected,with activation
time being150secondsTheworkloadanddatabasesedwereW.2 andDB2. 109singlerunswere
conducted.

Thesener’s behaior wasviewedfrom the client’s point of view andtheerrorsobsenedweretherefore
classifiednto thefollowing categories

- faulty responséfaulty recorddata)
« delayedresponse
« senererrorrespons€SER)

« senercrashor hang

Theitem SERcorrespond$o theHTTP-sener returningsomekind of errormessagesuchasa"pagenot
found" messager errormessagefom thedatabassenerwhich arepasseanto theclientvia the
HTTP-sener. Thelastitemis a sener crashor hangfrom the clientspoint of view, i.e. theclientis
unableto evoke aresponsérom the seneruntil theendof thetestrun.Not all of thesepossiblebehaiors
wereobsenedfor eachtype of faultinjected.

Thememoryfaultsinjectedhadno immediatelyvisible effect on the sener. We believe thisis dueto the
factthatonly a singlefault wasinjectedpertestrun.We alsodid nottry to targetsensitve partsof the
memoryexplicitly, since(apartfrom thememorylocationof the kernel)it is not possibleto tell a priori
wherei.e. thedatabaseer webserer executablesirelocatedin memoryata certaintime duringthe
testrun.This behaior hasalsobeenobseredon realmachineswith a defectRAM, weretheonly visible
errorsoccurringoncein awhile weresomedefectfiles on the harddisk(the reasorfor this beingthefact
thatLinux buffersdisk1/0, soamemoryfaultin oneof thel/O bufferswill affectwhatis writtento disk).

Figurel shavs the percentagef differenttypesof behaior obsenedin the examplesetupfor the
processoandharddiskfaults.

Figure 1. Results of the Experiments (Faulty Runs Only)
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For 86.1%o0f thetestrungnjecting processofaults,theclient could not obsene a faulty sener behaior.
For the 23.9%o0f testrunswith obsenablefaulty behaior, thedistributionis shavn in theleft partof
Figurel. It is possiblefor severaldifferenterrorsto occurduringa singletestrun.The client completely
lost connectiorwith the senerandcouldnotregainit duringthis testrun(35.7%of thefaults).For the
clientit isimpossibleto tell, whetherthelost connectioris dueto anoperatingsystemcrashof the sener
or crashof thewebsererdaemoronly. In 40.0%o0f theerrorsobsened,the senerreturnedanerror
messagesaying,thatit couldnotinsertthe datainto the databaseln 22.1%of the casesho error
messagéut a faulty recordwerereturnedin thelast2.1%thewebsenerreturnedthe messagethatit
wasunableto connecto thedatabase.

Harddiskfaults,sinceconfinedto HD2, could not affectthe operatingsystemsr databaseandwebserer
binaries. Accordinglythe clientsneverlost connectiorto thewebserer, insteadthe websererreturned
errormessagewhenthedatatheclientrequestedvasinaccessibleOf thetestrungperformed,77.8%
terminatedwithout errors. The percentagesf theerrorsobsenedin the other22.2%of thetestrunsare
shawn in theright partof Figurel. In abouta quarterof the caseshewebsenerreturnedanHTTP 404
"pagenotfound" error, therestof thetime faulty recordswerereturnedwithout ary errormessages.

The experimentshows, thattheworstcasej.e. undetectablerrors,happensn, aswe believe, a
non-ngligible percentagef thetestrunsin the experimentsetup the clientsknew which responséo
expectfrom thesenerandcouldthereforedentify the faulty recordsreturned.This is usuallynotthe
casein arealworld system.

Network faultsonly led to delayedsener responsebeingobsenedby theclients. Thisis dueto thefact,
thatthe HTTP-exchangebetweerclient andsener is layeredon thefault-toleranfTransmissiorControl
Protocol(TCP). Thelatter hidestheretransmissionseccurringdueto the network failure from the
applicationlayerandthe clientonly recordsa higherresponsdime. The durationsof the network faults
wereobviously notlong enoughto leadto TCP-timeoutsFigure2 shovs how theresponsdimesof the
delayedresponsegy-axis)relateto thefault duration(x-axis). Theresponsgimesaresometimesnuch
higherthantheactualfault duration.Thisis dueto thebacloff andretry mechanisnof TCR which backs
off for anincreasingamountof time afteranunsuccessfuletry beforetrying againto connect.
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Figure 2. Network Delay Times
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5. Demonstration

Thetool consistof severalinteractingprocessesin abstractiew of thetool is shovn in Figure3.

Figure 3. Tool Overview
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Thefigure showns the processesf thetool whentwo virtual machinegVM1 andVM?2) arestarted Each
virtual machines pairedwith its tracer(T), whichis alsothefaultinjector Everyboxis asingleprocess
onthehost.TheprocessemakingupaVM-T pair (shadedackgroundmustrun onthe samehost,but
otherthanthatthereis norestriction.If several physicalhostsareavailable,it is convenientto balance
theloadby startingVM-T pairson differenthosts.The closeinteractionof thetracerandthevirtual
machines symbolizedn the figurewith awide arrow.

Thenarrav arrovs shav how the graphicalfrontend(GF) interactswith the virtual machinesThe output
of eachvirtual console(\VC) is sentto thefrontend,whereit canbeviewedor saved. Thefrontendcan
simulateuserssitting in front of thevirtual machinegyping away atthe keyboard,sincethevirtual
keyboard(VKB) is takinginputfrom thefrontend.The frontendmustbe startedto usethe UMLinux.
Thefrontendcanswitch betweerthevirtual machinessoa singleinstanceis sufficientto controla
completevirtual systemundertestconsistingof severalvirtual machines.

Whenthefrontendis startedby the automaticexperimentcontrollerprototype(XP), it opensaremote
controlconnectiorfor eachvirtual maching(RC1,RC2). Thefrontendthenpassesill consoleoutput
recevedby thevirtual machinego the experimentcontroller which mayreturnkeyboardinput as
appropriate.

Thedemonstratiomwill shav thefrontendcontrollingtwo UMLinux machinesvhich areconnectedo
the samevirtual network. We will shov how UMLinux reactsto afailure of thevirtual cdromwhile
readingfrom this device by injectingcdrom-failuresduringa copy from cdromto harddisk With a
simpleping setupof two virtual machinesachpinging the other network faultssuchassend-or receve
failurescanbe madevisible.
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