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Abstract - When injecting faults in digital systems, most approaches measures only the probability of a fault leading to a failure. This paper addresses the necessity of considering also the
fault rates to get reasonable results from the fault injection experiment. For solving this problem we developed a VHDL-based fault injection tool, which allows the correct fault description and which is able to maintain consistency between the hardware model and the fault
model.
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1.

Introduction

During the last decades fault injection has become an indispensable technique for evaluating
dependable digital systems. A central question coming along with this technique is the adequate description of faults for the system under consideration. Whereas several approaches try
to describe the systems and its faults at an abstract level, e.g by considering only completely
failed processors or links in a massively parallel system [4][7], other approaches try to consider faults which are very close to the physical implementation of the digital system.
Fault injection at the physical level may either be done by stressing the hardware with environmental parameters, e.g. heavy-ion radiation [5], or using pin-level fault injectors [10]. As the
current tendency of integrating more and more components (Cache, MMU, etc.) on-chip, the
problem of an adequate fault description increases especially for the latter technique.
The second possibility of injecting faults in existing hardware is software-implemented fault
injection, where a process’ memory image and/or internal registers of the processor will be
corrupted during run-time [1][6][8]. A basic assumption of these tools is, that it is sufficient to
inject faults at the interfaces of non-accessible internal components (e.g. registers of an adder)
for evaluation of its dependability features.
Simulation-based fault injection is the third group of fault injection techniques. It allows a
comparison of design alternatives without the need of the physical hardware. For this purpose,
a hardware model of the system will be developed and faults will be injected during simulation
time [2][3]. In order to reduce the gap between the hardware model and the physical system,
several research groups use a hardware description language [9][11].
All mentioned approaches for fault injection evaluate the probability of a failure of the system
(or service) for the faults which has been injected. So far, the methods for describing the faults
do not consider the fault rate, i.e. the mean time of occurrence for each fault. This paper
addresses the need of considering both aspects to correctly evaluate the dependability features
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of a given digital system. In addition to this, we will show that the assumption of neglecting
implementation details of the physical system by injecting faults only at abstract level may
lead to completely wrong results regarding system’s dependability. Given two implementations of the same function (e.g. an adder or a FIFO) the estimation of their reliability may produce complementary results when comparing them by only considering the probability of a
fault leading to a failure or, by additionally taking into account the probability of the occurrences of the faults.
Therefore, we developed the fault injection tool VERIFY (VHDL-based Evaluation of Reliability by Injecting Faults efficientlY) which allows a correct description and injection of
faults in digital systems together with an estimation of its probability of failing. In addition to
this, VERIFY ensures the consistency between implementation details described by the hardware model and the fault model by using the hardware description language VHDL.
The rest of this paper is organized as follows. In the following Section 2, we will discuss more
in detail the need of correct fault descriptions. In Section 3 the basic ideas of the VERIFY-tool
will be described.

2.

Correct Fault Descriptions

The motivation for setting up a fault injection experiment for a digital system is to get a deeper
knowledge of the system’s behavior in the presence of faults. For this purpose the designer is
interested in measuring the system’s failure rate or the probability of a system’s failure in a
given time interval. Therefore, fault injection experiments are used by designers of software
and hardware to compare alternative implementations regarding the system’s dependability
(e.g. evaluating error detection mechanisms or software for system diagnosis). The failure rate
of a system is defined as follows:
fN

µ =

∑ λf pf

f = f1

where N is the number of different types of faults, λ f is the rate of occurrence of fault f, and
p f is the probability of fault f leading to a failure in the system.
Given this definition, the probability of a failure of the system within time T is defined by
P = 1 – e –µT
An assumption made by almost all fault injection tool is the equality of all λ f . Therefore,
experiments for fault injection are performed without specifying these parameters. For the
faults, which will be injected, the probability of the fault leading to a failure of the system will
be measured by the experiment. We will show with the following example, that ignoring
the λ f or the time factor when estimating the probability of a system failure within time T will
lead to complementary results of the fault injection experiments.
In the upper part of Table 1, λf , pf and the mission time T for a given service are defined for
three systems, which have to be compared regarding their dependability. System A denotes the
original system without any mechanisms of fault tolerance, system B is extended with fault tolerance at hardware-level and system C uses fault tolerance at software-level. Due to the mech-
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anisms for fault tolerance added in system B and C, the probability of a fault leading to a
failure (which is measured by fault injection) is lower than in the original system A. The additional hardware needed in system B increases the rate of faults because the number of gates
increases. The additional software needed in system C (e.g. by using application-based-faulttolerance) causes a time overhead and increases the mission time for a given service.
Table 1 Dependability evaluation of an example systems

prob. of fault leading
to failure (p)
fault rate (λ)
mission time (T)

System A
(original system)

System B
(hardware overhead)

System C
(time overhead)

2.0 %

1.0 %

1.5 %

4 / year

10 / year

4 / year

0.5 years

0.5 years

1.0 years

Dependability Values
coverage (C)
failure rate (µ)
prob. of mission failure (P)

98%

99%

98.5%

0.08 / year

0.10 / year

0.06 / year

3.9 %

4.9 %

5.8 %

In the lower part of the table, the results of the experiment are presented. When ignoring the
fault rates for evaluating the results of a fault injection experiment, the coverage (C) of the system would be C = 1 – p with p as the measured probability of a fault leading to a failure.
Assuming the numbers given in the upper part of the table, system B would have the best coverage of all three systems. When taking into account the fault rates λ, system C with its software implemented fault tolerance would have the best failure rate of all three systems. When
also looking at the probability of a mission failure, system A, i.e. the system without any additional mechanisms for fault tolerance should be chosen.
As it can be seen from this example, fault injection experiments have to consider the fault rate
and the mission time for the service the system has to deliver, in order to be able to correctly
evaluate the dependability of the system. It is not enough just to inject faults without the
knowledge of the rate of occurrence and to measure the probability of the fault leading to a
failure in the system.

3.

Injecting Faults with VERIFY

As we have shown in the last section, evaluating the dependability of a digital system needs the
consideration of the fault rates. Therefore, we developed the simulation-based fault injection
tool VERIFY, which allows the correct fault description. By extending the widely used hardware description language VHDL [13] with so called fault injection signals (FIS), we also considered the problem of the consistency between the hardware model and the fault model. We
already showed in our previous work [12], that it is also indispensable to describe the faults at
a very detailed level of abstraction, i.e. the gate-level, in order to get reasonable results for the
failure rate of a system. Therefore, it is not necessary to inject faults at higher levels than gatelevel which reduces the need of additional work during hardware development. Once the hardware manufacturer described the faults for all gates in the cell-library he provides, the hard-
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ware developers can develop the system as usual and as soon as a synthesis tool (e.g.
SYNOPSISTM) converts the register transfer level description (RTL) to gate-level components
(cells of the library), the system’s dependability can be evaluated.
In Figure 1 we give a simple example of a description of a NOT-gate, which has been extended
by its fault descriptions. The bold typed lines denote the standard VHDL description of the
gate, whereas the normal weighted lines show one possibility of extending the description of
the gate with its fault behavior. It can be seen, that the interface of the NOT-gate, i.e. the ENTITY
declaration, does not differ from the fault free model of the gate. In this example, we used the
widely accepted stuck-at fault model but it should be noted, that any other fault behavior can
also be described using this technique. In the ARCHITECTURE description of the gate, we
inserted four FIS where, for example, o_sa0 stands for a stuck-at-0 fault at the output. The
mean time between the occurrence of this fault is given as 20.000 hours and its mean duration
is 5 nanoseconds. It can be seen that all parts of the extended VHDL-language which correspond to the fault description and the fault behavior are shielded from the environment of the
gate-level component. This ensures the easy usage of VERIFY and allows the hardware developer to build the hardware without the need of additional description effort for the fault model.

ENTITY not_gate IS
PORT (
input:
output:
END not_gate;

IN
OUT

bit;
bit);

ARCHITECTURE behaviour OF not_gate IS
SIGNAL i_sa0: BOOLEAN INTERVAL 10000 h DURATION
SIGNAL i_sa1: BOOLEAN INTERVAL 15000 h DURATION
SIGNAL o_sa0: BOOLEAN INTERVAL 20000 h DURATION
SIGNAL o_sa1: BOOLEAN INTERVAL 30000 h DURATION
BEGIN
PROCESS (input, i_sa0, i_sa1, o_sa0, o_sa1)
BEGIN
IF i_sa0 OR o_sa1 THEN
output <= ’1’;
ELSIF i_sa1 OR o_sa0 THEN
output <= ’0’;
ELSE
output <= NOT input AFTER 10 ns;
END IF;
END PROCESS;
END behaviour;

Figure 1
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ns;
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ns;
ns;

Example code of a NOT-gate

The compiler of VERIFY extracts the fault descriptions of all gates in the developed system
and generates a list of all FIS with its parameters. After linking the VERIFY simulation library
module, the simulator can use the FIS to inject the faults according to their mean time of occurrence which will be adjusted to the total simulation-time. The trace, i.e. the values of all signals
in the system, after injecting a fault will be compared with the trace of the fault free run. This
comparison shows whether the system recover to a fault free state in the given observation
time or whether it fails.
Therefore, the faults will be injected according to their fault rates and the probability of the
faults leading to a failure of the system will be evaluated by VERIFY. After that, the system’s
failure rate can be computed as shown in Section 2.
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